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what could qo Wrong
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how to get+ +there

- uUnderstand +he des(gn
- run gamedqys

-~ classi'FS your failyres
- have incidents or\(j once

- always have a_ rollback plan
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k 85 aes‘ understand the design
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else_



understand +the design

ignore (mos+)

new Software

kubernetes £nvoy
that's it




—H\eortj isnt enough

how can kubernetes break. Q
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under kKnowun Failures

—> let you learn without duress
—> share knowledge



= "}C('MI."\O."'Q an €.+Cd iﬂShﬂCQ
- PUS‘f\ invalid Cons:faura_—l-foq

- des‘fro5 all owpiserver instances (orjus+l\
- con+ainef resis+r3 ou'l'qge,
- +ake doun Em/oy control plaﬂi
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Kube(neJres terminated
every ronning pod

in the cluster “pod eviction
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~all our failure modes

& Containecs dont start
¥ pecrmissionS errors
-» ﬂe‘l‘workiﬂﬁ 1ISsues



learn your failure modes

Reasons Pods don't start:
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Have incidents only once

I+ you don't understand
your incidents -)—heﬂ
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Your problem space
99.99%,

norma 77\JHAT??



Have incidents only once

® Find a pro blem
@ F’ind CaUSEeS

®T mplement remediations
@ Problem never comes back*
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O HTTP/L O

all HTTP/L conn Pool issues
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use HTTP/Z2
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Have incidents on(y onCe&

‘l'e\l tdour coworkers
whot you leacrned

@ incident reports e

example: e"’CA ERS issue
‘|’kro‘H’lin5=> leader elections



Have incidents only once
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the incident?
it's an
opportunity?




Have incidents only once

incidents teach You
how ‘|"o bui[cj a

reliable system
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moke incrementa.l c\nanse S
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moke incrementa.l chanse S

establish an
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rementao.l changes

make inc
our deplo:j system
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moke incrementa.l chanse S

new
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moke incrementa.l chanse S
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moke incrementa.l change S
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escape ‘FFG/V)
YAMUL:
*Skyc@a*
skycfg. fun



YAUL

name: missing-review-finder

owner: risk

schedule: 30 @ * * %

disabled: false

command:

- ruby

- scripts/cron/risk-missing-review-finder

- what other atfributes are suvpported ?
- what ks confia does i+ generate?



return stripe_service( 4 codev

image = default_image,

command = einhorn(henson_service = "home-srv”,
script = "home/srv.rb",
workers = 8,
port = 9768,

)5

iam_role = "homesrv.kube.%s.%s" % (
ctx.vars["stripe.cluster”],
ctx.vars["stripe.environment”],

)7

replicas = 3,

cpu = kube.cores(4),

mem = kube.gigabytes(16),

block_egress = False,



- subs e"’ of PyHnaq
-+3Pechecked

- sand boxed



9i+hub. com /s+ripe/sk7cfg

Skbmcg.ncun
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have a  rollback plan

/

I+ worked ° PR
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have a rollback plan

are you 007,
sure this will
Work?

nNo, but if i ddes:i"l’,
I can detect it £ roll
back in LO minutes




¥ playbook #

- uUnderstand +he des(gn
- run gamedays

-~ classi'FS your failyres
- have incidents or\(j once

- always have a_ rollback plan
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