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Things to discuss

What is serverless? How is it different?
What is observability for serverless?
How can distributed tracing help?

How will it help my job?




What is serverless?
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Why serverless?

Pay-per-use: reduces cloud compute cost by 90%

Out-of-the-box auto-scaling

DevOps =2 LowOps

++Developer velocity

Focus on business logic — iterate faster

Server Utilization
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The limitations of FaaS

+ concurrency limit

+ some others...

Stateless Cold starts




The properties of serverless applications

Serverless is micro-services

Serverless applications are
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Utilizing managed services via APls is key

D



A real example — HSBC

Solution Overview
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The challenge in serverless
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What the community thinks

Which part of development poses the biggest
challenge when it comes to serverless?

Which of the following are serious pain points for you in developing
serverless architectures?

(175 responses)

Monitoring 79 (16%)
Dedugorg 98 (20%)

Debugging

Monitoring

Testing 85 (17%)
Testing
Y Startup katency
Deployment 71 (14%)
Standardizing development practices

Cost 31 (6%)
AWS configu 56 (11%)
Cloud configuration Omer
0 10 20 30 40 50 60 0 80 0
2017 results

Collaborating

2018 Serverless Community Survey, serverless.com, July 2018
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Observability —why do we need it?

Track system health Troubleshoot and fix Optimize performance and cost
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Observability in serverless

Let’s go one by one
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Track system health
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Functions are important

massive-calculation

Function Name: massive-calculation

Timeout: 20 seconds

aws: 147457102604

Memory Size: 128MB  Code Size: <0.01MB
Description: Demo environment: Out of memory

Invocations / Errors
@ Invocations @ Errors @ Out of Memory @ Timeout
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Track system health




Track system health

Functions e
APIs A
Transactions e %o . .




Troubleshoot and fix
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—— Search Log Group Crean
ﬁ ‘ = Filter:  Log Stream Name Prel
— Log Streams

Lambds » Functions » ping, Worsto,wew
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Code  Comiguration  Event scurces
" CloudWatch metrics at a glance (last 24

‘trvocation count. o

Other monitoring information

Last modiied dute  2015-11-30T 160654 76440000

Functions are not enough
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Need: track asynchronous events

all 30s 5m 1h 6h 1d 1w custom -

INFUJ 2UT5-UD-161U/:23:U0.550Z TSCT4Z 14-550Y-1188-DZer-DoBaZUbabZad ¥3.25.1/U.11Y - - [16/May/Zuls:ur
END Requestid: f8cf4219-58d9-11e8-b2e8-b58d206a6245

REPORT Requestld: f8¢f4219-58d9-11e8-b2e8-b58d206a6245 Duration: 2505.00 ms Billed Duration: 2600 ms Me
START Requestid: fb4c77a8-58d9-11e8-a11e-85e5b5027cc Version: $LATEST

[DEBUG] 2018-05-16T07:23:08.229Z fb4c77a8-58d9-11e8-a11e-85e5b5f027cc Zappa Event: {'resource’: '/{proxy
[INFQO] 2018-05-16T07:23:08.230Z fb4c77a8-58d9-11e8-a11e-85e5b5f027cc 93.25.170.119 - - [16/May/2018:07:2
END Requestid: fb4c77a8-58d9-11e8-a11e-85e5b5f027cc

REPORT Requestid: fb4c77a8-58d9-11e8-a11e-85e5b5f027cc Duration: 1.94 ms Billed Duration: 100 ms Memory
START Requestld: fb75837b-58d9-11e8-9cc1-ddabe3fcedc2 Version: SLATEST

[DEBUG] 2018-05-16T07:23:08.492Z fb75837b-58d9-11e8-9cc1-ddabe3fcedc2 Zappa Event: {'resource': '/{proxy
[INFQO] 2018-05-16T07:23:09.943Z fb75837b-58d9-11e8-9cc1-ddabe3fcede2 93.25.170.119 - - [16/May/2018:07:¢
END Requestlid: fb75837b-58d9-11e8-9cc1-dda6e3fcedc2

REPORT Requestld: fo75837b-58d9-11e8-9cc1-ddabe3fcedc2 Duration: 1451.67 ms Billed Duration: 1500 ms Me
START Requestld: 09c09179-58da-11e8-a16b-1389cef3ed2a Version: SLATEST

[DEBUG] 2018-05-16T07:23:32.486Z 09c09179-58da-11e8-a16b-1383cef3ed2a Zappa Event: {'resource": '/{proxy
[INFQO] 2018-05-16T07:23:32.488Z 09c09179-58da-11e8-a16b-1389cef3ed2a 93.25.170.119 - - [16/May/2018:07:
END Requestld: 09c09179-58da-11e8-a16b-1389cefded2a

REPORT Requestld: 09c09179-58da-11e8-a16b-1389cef3ed2a Duration: 4.55 ms Billed Duration: 100 ms Memor'
START Requestld: 09e75310-58da-11e8-b9a0-7d5a560e9fad Version: $LATEST

[DEBUG] 2018-05-16T07:23:32.724Z 09e753f0-58da-11e8-b9a0-7d5a560e9fad Zappa Event: {'resource': '/{proxy
[INFQO)] 2018-05-16T07:23:32.734Z 09e753f0-58da-11e8-b%a0-7d5a560e9fad 93.25.170.119 - - [16/May/2018:07:%
END Requestid: 09e753f0-58da-11e8-b%a0-7d5a560e9fad

REPORT Requestld: 09e753f0-58da-11e8-b9a0-7d5a560e9fad Duration: 11.37 ms Billed Duration: 100 ms Memo
START Requestld: 39b1d27b-58da-11e8-9f84-b940d4e8837 Version: SLATEST

[DEBUG] 2018-05-16T07:24:52.959Z 39b1d27b-58da-11e8-9f84-b9f40d4e8837 Zappa Event: {'time": '2018-05-1¢
[DEBUG] 2018-05-16T07:24:52.979Z 39b1d27b-58da-11e8-984-b9f40d4e8837 Zappa Event: {}

END Requestid: 38b1d27b-58da-11e8-9f84-b9f40d4e8837

REPORT Requestld: 39b1d27b-58da-11e8-9f84-b9f40d4e8837 Duration: 20.26 ms Billed Duration: 100 ms Memo
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2017-12-24 0331 UTC
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Transactions
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Tracing asynchronous invocations

i

POST /user create-user
l resize-images
profile-images process-images image-tasks
tag-user reformat-images

AN

Face API




Tracing asynchronous invocations

N

create-authO-user
/\‘lll \l -images
mages

reformat-images

i trace async invocatlons




Tracing asynchronous invocations
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Distributed tracing

...a trace tells the story of a transaction or
workflow as it propagates through a
(potentially distributed) system. Distributed
tracing is a method used to profile and
monitor applications.
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Distributed tracing

Jaeger Ul Search Dependencies About Jaeger ~
v service_a: GET /api/vl/data % || ViewOptions ~
Trace Start:December 10, 2017 12:32 AM Duration:65.67ms Services:5 Depth:5 .
View Trace JSON
Oms 16.42ms 32.84ms ..25ms 65.67ms
1 | |
..
Service & Operation Oms 16.42ms 32.84ms 49.25ms 65.67ms

B | service_a GET /apinvi/data
B | service_a dient GET fapitv... 41.4
B  service b GET/piivi...
service b — © s... 3.45
serviceb—  s.. ¢.98ms
B | service_a dient GET fapifv... 1BmS
service_e  GET /apiivi..

Jaeger
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Implementing distributed tracing

Manual tracing/instrumentation inbound equest

Somewhere in your server's request handler code:

def handle_request(request):
span = before_request(request, opentracing.global_tracer())
span in

# store

g the r

local storage using Tracer.s

as Cont Manager t¢

Span® will be cleared and (in this case) "Span.

Before/after calls
OPENTRACING

#u

handle_request_for_real(request)

def before_request(request, tracer):
span_context = tracer.extract(
f =Format.HTTP_HEADERS,
r=request.headers,

)

At the end of each micro-service (@ OpenCensus o s

child_of(span_context))
span.set_tag('http.url', request.full_url)

remote_ip = request.remote_ip
if remote_ip:

span.set_tag(tags.PEER_HOST_IPV4, remote_ip)
caller_name = request.caller_name

. L]
High maintenance
span.set_tag(tags.PEER_SERVICE, caller_name)

remote_port = request.remote_port
if remote_port:

High potential of errors

return span
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Serverless apps are very distributed

Complex systems have thousands of functions

What about the developer velocity?




Can it be done differently in serverless?




Automation can help to keep up with the

development speed of serverless




Example




Example

I A
Ok

/ 21884ms
Auth0 1
1| trigger
941

blog-site-app-prod-Request-Pro... /new_post
427ms API| Gateway
3| 38ms
' ‘n 4| trigger [ll . . —
X Resource Details (1 operation)
; g Posts-Notifications
blog-site-app-prod-Post-Analys... SNS POST Operation on Endpoint /new_post

5ms

Resource Data

Event Date: 06:54:29 04/09/2018
Duration: 0.014 ms

Stage: prod

Headers:* {...}

Request Body: ¥ {

"title" : "Netflix event”
"post"” : Netflix is excited to be...
"validate" : true

"error" : false




Monitoring serverless

Stateless Cold starts




Time is SSS




Where do we spend the most time?

Our own code API calls




Serverless cost crisis
A real-life example

LAt 0O
last seen today at 21:28 )\ .

| Erro... Timeou... Outc
1087 332 33

Lastinvocation p50 Durati... Monthl...

$$$$85$558SS il




Scanning functions

Scanning CloudWatch using AWS Lambda

: y—"
Every 5 minutes, save to RDS o—

aaaaaaaaaaaa

A new Lambda is spawned for every customer’s function

©



As time flies...

CloudWatch became highly throttled

Requests took too much time

5K concurrent Lambdas, for 5 minutes,
timing out , every 5 minutes




Why you should care about external APIs

Twilio 5["82ms

blog-site-app-prod-Post-Analys...

s

blog-site-app-prod-Request-Pro... /new_post

375ms AP| Gateway

ms
6 | 40ms 4 | thgger 3| 1#0ms

= il

BlogPostsDB Posts-Notifications
DvnamoDB

©



Track service health

Dashboard - Insights

Insights

@ Application Blog Site Production had 12309 errors

® Timeout error for function ‘long

—~

(30 d

& Function 'long-calculation-2' is close to timeout limit (5 seconds used out 6 seconds)

& Function 'massive-calculation-2' is close to defined memory limit (124MB used out of lj

Count of invocations and errors

180000

135000

45000

0
15:00 21:00 23:00 01:00 03:00 0500 07:00 09:00

@ Invocations @ Errors

11:00

13:00 1500 17:00 15:00

Functions cost

Statistics

System Health ®

98.3%

A2%

Total Cost @

$24.86

A32%

Invocations ®

1,498,273

A12%

0
15:00 21:00 23:00 01:00 03:00 0500 07:00 0900 11:00 13:00 1500 17:00 15:00

Cold Starts ®

136

v-12%

Monthly Cost ®

$745.95

A32%

Errors ®

9,049

A13%
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Business flows
s

/blog
AP| Gateway

~

gPostsDB
DynamoDB

blog-site-app-prod-Post-Valida...
20ms

Twilio Post-Analysis-Stream

Kinesis

S ... Su bscribe blog-site-app-prod-Kinesis-Ana...

=== Transfer Payment
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What should | optimize first?

p50 Duration (ms)

Dataflows

Dataflow Name Invocation Count

7 days

+ P99 Duration (ms)

Posts Analysis 6,464 2229.96 3240.58 [= Transactions
Posts Upload 7171 515.70 67722.40 [ Transactions
Read Blog Posts 5,252 403.39 462.81 [Z Transactions

Pos 4(naly3|s Stream  blog-site-; Bp -prod-DB-Update
Kinesis Lambda

i

/new_post
API| Gateway

4
=

rod-Request-Processor
Lambda

blog-site-app

*..—-—'ﬁ-_-
e k]
ey

blog-site-app- prod Kinesis-Analysis
Lambda DynamoDB

BlogPostsDB  blog-site-app- prod F’ost Validationdemo- blOSQ -site-post
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Remember...

Serverless + Distributed Tracing

Perfect marriage
(but only if you automate)




Thank youl!

nitzan@epsagon.com

@nitzanshapira
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