
AUTOMATING ENTERPRISE GOVERNANCE
WITH INDUSTRIAL CI/CD PIPELINES

Mark Angrish 
Satyam Agarwala 

December 2018

Public



AGENDA

1. How we deliver and govern today
2. Kubernetes and the cloud as the catalyst for organisational agility and scale
3. Applying Governance-as-code using Grafeas/Kritis
4. *** PRAY TO THE DEMO GOD… A DEMO! ***
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What is Governance?
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Why Governance?

Increase Operational Risk

Increase Size of Change Increase change controls

Outage or Incident







Continuous 
IntegrationSource Code Code Analysis Artifact 

Management
Continuous 
Deployment







Kubernetes 
EngineCloud DNS Cloud Firewall 

Rules
Cloud 

StorageCloud SQL

Google 
Cloud Build

Google Source 
Repositories

Google Kubernetes 
Engine

Logging

CI/CD Pipelines

Vulnerability 
Scanning





developer
users

governance process

Control Point

Evidence

Unit testing 
completed

No known 
vulnerabilities 

reported

Staging 
deployment 
completed



Kritis

Container Analysis Binary Authorisation



NOTES OCCURRENCES

1 … n

{
  type: “Vulnerability”,
  Name: “CVE-2018-1234”
}

{
  noteName: “CVE-2018-1234”,
  resourceURL:  
“gcr.io/registry/helloworld@sha256:a289
4naj2...”
}

{
  type: “Deployable”,
  resourceUri: “artifactURL”
}

{
  noteName: “artifactURL”,
  deploymentTime: “12/12/2018 21:40”
  config: “QA”
}
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Source: https://devops.com/in-the-hands-of-the-demo-gods/



Conclusion

1. Inefficient governance process can erode speed and scale that managed Kubernetes provides

2. Make it easy to do the right thing. Industrialise capability through automation.

3. For something like banks or heavily regulated industries, Grafeas/Kritis present an elegant and 
effective way of codifying your governance process.



Standing on the Shoulders of Giants...

- https://github.com/Shopify/voucher
- https://github.com/GoogleCloudPlatform/gke-binary-auth-demo
- https://github.com/kelseyhightower/grafeas-tutorial
- https://github.com/grafeas/grafeas
- https://github.com/grafeas/kritis
- https://cloud.withgoogle.com/next18/sf/sessions/session/156125
-

https://github.com/Shopify/voucher
https://github.com/GoogleCloudPlatform/gke-binary-auth-demo
https://github.com/kelseyhightower/grafeas-tutorial
https://github.com/grafeas/grafeas
https://github.com/grafeas/kritis
https://cloud.withgoogle.com/next18/sf/sessions/session/156125


QUESTIONS?
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