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WHY DO WE CARE?

CONTAINER SECURITY
ROOTLESS!
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CLOUDF@UNDRY eHeroku-like
L

big companies!
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*Allows running Docker
Images






WHY DO WE CARE?
AND 50 SHOULD YOU

eWorst case scenario!

*Bleeding edge of
container security
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WHAT IS A CONTAINER?
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CONTAINER SECURITY
WHAI IS A CONTAINER?
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“Linux Container”




“Linux Container”

"Container”



WHAT IS A CONTAINER?
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Initial Namespace

PID PPID ARGS t PID

WHAT IS A CONTAINER?

‘Container”

PPID ARGS

1 1 init _y
123 1 mycontainer « ]l 2
124 123 myjvm <«

1 mycontainer
1 myjvm




WHAT IS A CONTAINER?

LA T UL ' ALY () ' :; {
\,\\":3(’1,' f " ".l _&tﬂ\'!‘ " b I ngn j (¢ ) "
o W Initial Namespace | Container
k) ‘,||“-;). ( _’_..:.-"t“".‘ {1 (

* /

/path/to/mycontainer/rootfs/home/ /home

(Namespace)
3 5 /path/to/mycontainer/rootfs

Pivot Root

(Syscall)
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4
I?Ot user
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WHAT IS A CONTAINER?
~ SECURITY ONION: CAPS

« CAP_SET_UID - Change UID
 CAP_NET_BIND_SERVICE - Listen on privileged ports
* CAP_KILL - Send sighals to any process
cCAP_CHOWN - chown any/file

« CAP_SYS_ADMIN - Do all the things?!



WHAT IS A CONTAINER?
SECURITY ONION: SECCOMP

e “Secure Computing Mode”

* Basically, limit system calls a process can make

* Pretty great, exploits in those don’t hurt you
any more



WHAI IS A CONTAINER?
SECURITY ONION: APPARMOR

s Control”’

“Mandatory Acc

*See also: SELIn

 Example Rule: .
deny @{PROC}/* w
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| GET KNOCKED DOWN
(BUT | GET UP AGAIN)

* CVE-2016-9962. runc 1d traversal: User'Namespaces, Capability
Dropping, AppArmor

« CVE-2017-16539;: SCS| MICDROP - User Namespaces,
ADPPAFMOr

* CVE-2017-16995. ¢BPF verifier vulnerability - Capability
Dropping (sometimes), Seccomp
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CPU* - Deévices

* CPU, CPUSét, CPUACcct

p. '
Memory Freezer
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ROOTFS ROOTFS

CACHED LAYERS!




ROOTFS ROOTFS

EFFICIENT SHIPPING!







eInteroperable

: eStandard standard
shipping + runtime
OCI container format




eSmall, simple
eStandard

eCommon low-level code
(docker, k8s, cf..)




eGarden: CF Container Bindings

*Creates & Manages OCI
Images/Bundles

eRuns ‘em with runC
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THE ROUTE TO ROOTLESS

MASSIVE PROPS & SHOUT OUTS!

* Jessie Frazelle (@jessfraz)

* Aleksa Sarai (@lordcyphar) * ...and many more

* Akihiro Suda (@_AKkihiroSuda_)



THE ROUTE TO ROOTLESS

THE BIG TRICK: USER NAMESPACES



IN REALITY
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Frustrated User

* No special

permissions




IN REALITY




- | AM ROOT!

IN CONTAINER
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Example

~ # cat /proc/self/uid_map
0 4294967294 1
1 65536 4294901758

- | AM ROOT!

IN CONTAINER



:

Example

~ # cat /proc/self/uid_map
0 4294967294 1
1 65536 4294901758

- | AM ROOT!

* (but only in this
namespace and
owhed

namespaces)

IN CONTAINER



e Since Linux 3.8,
any user can do
this

e \o/

IN CONTAINER



« CAP_SYS_ADMIN in
user namespace lets

you do Seccomp,
AppArmor, other

namespaces

e \o/ \o/

N CONTAINER



THE BIG TRICK: USER NAMESPACES

*Any user can create a User Namespace
°You get to be root! (CAP_*)

*But only in that namespace, and namespaces
created at the same time



PROBLEM #1

~ # cat /proc/self/uid_map °You only get 1
0 4294967294 |

1 55536 4294901758  UID (your own)



SOLUTION!

*newuidmap

~ # cat /proc/self/uid_map .
0 4294967294 1  e/etc/subuid
1 65536 4294901758




SOLUTION!

Cheating! Bt it's ok

*newuidmap

~ # cat /proc/self/uid_map
0 4294967294 1  e/etc/subuid
1 65536 4294901758




SOLUTION!

Cheating! Bt it's ok

*newuidmap

~ # cat /proc/self/uid_map
0 4294967294 1  e/etc/subuid

1 65536 4294901758
ePRed runc \o/










PROBLEM #2: CGROUPS -

Don’t work
unprivileged (yet)

-> 1ls -1 /sys/fs/cgroup/

total 0

dr-xr-xr-x
dr-xr-xr-x
dr-xr-xr-x
dr-xr-xr-x
dr-xr-xr-x
dr-xr-xr-x
dr-xr-xr-x
dr-xr-xr-x
dr-xr-xr-x
dr-xr-xr-x
dr-xr-xr-x
dr-xr-xr-x
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root
root
root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
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root
root
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root
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:48
:48
:48
:48
:48
:48
:48
:48
:48
:48
:48
:48

blkio
cpu
cpuacct
cpuset
devices
freezer
hugetlb
memory
net_cls
net_prio
perf_event
pids



SOLUTION!

echown cgroups
during a privileged
setup phase!

-> ls -1 /sys/fs/cgroup/memory/ | grep garden
drwxr-xr-x 2 4294967294 4294967294 @ Apr 27 16:37
-> 1ls -1 /sys/fs/cgroup/memory/garden/

total @
-rw-r--r-- 1§4294967294 429496729410 Apr
--w--w--w- 114294967294 4294967294 0 Apr
-rw-r--r-- 114294967294 4294967294 0 Apr
-rw-r--r-- 114294967294 42949672940 Apr

- 154294967294 429496729410 Apr
PP e ere. 10 A2040R7704 APQAQR770A A Annr

12:48 cgroup.clone_children
12:48 cgroup.event_control
12:48 cgroup.procs

12:48 memory.failcnt

12:48 memory.force_empty
12 A mamnrv bmam fai1lent

OO W WL



SOLUTION!

echown cgroups
during a privileged
setup phase!

-> ls -1 /sys/fs/cgroup/memory/ | grep garden
drwxr-xr-x 2 4294967294 4294967294 @ Apr 27 16:37
-> 1ls -1 /sys/fs/cgroup/memory/garden/

total 0

-rw-r--r-- 114294967294 42949672940 Apr 9 12:48
--W--W--w- 1§4294967294 42949672940 Apr 9 12:48
-rw-r--r-- 114294967294 4294967294 0 Apr 9 12:48
-rw-r--r-- 174294967294 429496729410 Apr 9 12:48
——Wmm————— 174294967294 429496729410 Apr 9 12:48
crwere—r-- 1142040687704 A2040R77204/0 Anr QO 12-4%

ePRed runc \o/

cgroup.
cgroup.
cgroup.
memory.
memory.

maoamnnruwvs

clone_children
event_control
procs

failcnt

force_empty
lLmam fai1lent
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'PROBLEM #3: FILESYSTEMS

Initial Namespace ‘Container”

l /path/to/mycontainer/rootfs
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/home

/path/to/mycontainer/rootfs/home/




PROBLEM #3: FILESYSTEMS
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PROBLEM

#3: FILESYSTEMS
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PROBLEM #3: FILESYSTEMS
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PROBLEM #3: FILESYSTEMS




SOLUTION! OVERLAY IN USERNS

"mounts": |
{
"destination': "/",
"options": |
"lowerdir=/var/vcap/data/grootfs/store/unprivileged/Ll/tTm506y1195555, uppe

2ged/1mages/cake/diff,workdir=/var/vcap/data/grootfs/store/unprivileged/images/cake/w

I

"'source": "overlay",

"type": "overlay"

g
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SOLUTION! OVERLAY IN USERNS

"mounts": |
{
"destination": "/",
"options": [
"lowerdir=/var/vcap/data/grootfs/store/unprivileged/Ll/tTm506y1195555, uppe
2ged/1mages/cake/diff,workdir=/var/vcap/data/grootfs/store/unprivileged/images/cake/w

1,
"'source": "overlay",
"type": "overlay" Seems to work!?
by
N R R T FS W N .
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*XFS for filesystem quotas _ ‘

*Requires privilege




eSmall, focused setuid
binary




°New net namespaces
only have loopback

*Privileges required to
configure others




eSome progress being
made in this area

*Maybe rootless one day

*setuid binary for now




ecgroup chowning



eSetup runs before first
container is created

*No user input

eSome ongoing effort to
address this also







WHY DO WE CARE?

CONTAINER SECURITY
ROOTLESS!













.}f _ \.'-'0
mode:
description: A boolean stating whether or not to run garden-server as a non-root user
default: false
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THANKS!
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