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About Us @caicloud.io

 Technical Contributors
 From Kubernetes, to TensorFlow, to Kubeflow

+ github.com/kubeflow/kubeflow: Kubernetes-based ML stack

« Chinese Community Organizers
« Kubernetes Chinese community and i18n project
« github.com/kubernetes/kubernetes-docs-cn

« TensorFlow Chinese community operator
 tensorflowers.cn

« Kubeflow Chinese community initiator

» Enterprise Products and Solutions
« Compass: Kubernetes distro with value add
« Clever. enterprise-grade kubeflow with Al models
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OF THE 18 CNCF OF OUR 8

PLATINUM arelocated -y b CNCF 3 are based
: in Asia - in Asia

MEMBERS: MEMBERS

State Power Grid is the state-owned power supply company
in China using containers and Kubernetes to provide failure
resilience and fast recovery.
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hina Mobile

applications on their
platform and leverages
Kubernetes to increase
resource utilization
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Jinjiang Travel International, a leading hotel D
group in China, uses Kubernetes containers
to speed up their software release velocity
from hours to just minutes
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The Banking Authority Seeking Help . X
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* The Chinese equivalent of “Visa/Mastercard ” institute

* Founded in 2002 supervised by Central Bank of China (central
government)

* The only interbank network in China — link all ATMs and banks

« $14.95 Trillion card payment value in 2017




& o

Do-or-Die in the Digital Transformation - L.
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* When was the last time for a Chinese user using a card to pay
for anything?

Air & Rail Credit Pay ShareBike
vvvvvvvvvvvv
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* The “Green-field”
 Agility
« Scalability
 Elasticity
 Availability
« Automation

* The “Brown-field”
* VM / OpenStack-based
* Naked containers with no management layer
 Human powered
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You Know What’s Good at ...

 Agility

« Scalability
* Elasticity
 Availability
« Automation

Shout out your answer!
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Multi-cluster/zones

Multi-tenancy Static IP

Multi-networking-plane

Sophisticated SDN

SSO

|AAS

OA Commercial storage solution

Restricted Internet

Policy-based LB

CI/CD

HA Performance

o A

Hardened security

?3 The desired banking cloud

Europe 2018

Not a chasm,
but a gulp

Namespace Flat Network

Ceph RBD GlusterFS

Trident

Kuryr-kubernetes

Kube-dns Service

" Off-the-shelf Kubernetes

£



The Journey — Before Us

Studied
LXC,
CQroups

Dev-
oriented
microservice

Docker as
light-weight
virtualization

Docker as
release
tool

complexity
surged
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Project Developing Testing and
Kick off Alpha staging

lteration, In

optimization production

and and
adjustment growing
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e Business side
 Wallet

* Quick-Pay

. LgserA_uth
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Wallet

Um’onPay i
IA] 1 Pass
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 Technical side

« SSO with keystone

* Multi-tenancy

* HA including multi synchronous image registry
multi-networking plane with isolation
Configurable static IP
network bandwidth and ACL control (white & black listing)
Integration with NAS, swift, and other storage solutions
Better storage management (online-scaling, disk isolation)
Integration with Openstack
 Richer PaaS functionalities, etc




Th i n gs Del ive red SO Far KubeCon | CloudNativeCon

Europe 2018

B & TRABEY S L tags Bid

[2517.potch-19

* Artifacts

» Code review, release, branching, = ———  oomm

e sse01 Toto Tirionpn Tnozep

. u u charts. |master Juniong v102-up.
¢ wMnRE
Ve S I O I g a I g a a g e e # ' e - o o
, - -ap-apache usersystem-partit 20% o1 7 58 2018-03-08 10 7
|release-12_ 120 |unionps v102-up. o
dluster-admin ase! [0.1.23-up =

ioadbaance-contolar |relesse-03 032 as 03200
oadbaanceprovder |rolease-03 o3t as 030w b rEEm

Syncing and online upgrade process S
and tools for 7 environments

Micro-service consulting and splitting
Comprehensive testing reports
CI/CD pipeline and practice

Various docs: user guide, admin guide,
incident playbook, reports, etc
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* Enterprises are complex; welcome to the real-world with noises!

* Physical constraints, Internet-accessibility constraints, existing laaS
environments

 Decisions are not always driven by technical merits
* Agile iteration with an open mind

* Process and docs are as important as code

* Don't get burned out from the all-nighters!



Road Ahead
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« Special thanks to
e Jiyuan
 Xiaojian
* Libin
 Qingchuan
« Zhaole
* Ang
« Shanmin
« And other Caicloud folks




& O
Ove rVI eW KubeCon | CloudNativeCon

Europe 2018
33 Applications o
* Frontend Applications: Apache, HAproxy : |
o 1
» Core Applications: UnionPay Wallet, User Verification System, etc o Unified Cloud Platform o
! !_ _________________________________________________ | |
’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’ A T roTTTiEemiEmetoeeoy
ol e iz R T HE LT UE L
&% Goal of Container Platform IR E N E LF L E L E R
ol g e =SR-S - S
« Migrate applications to containers L T s PSS S s
- DevOps, Microservices, etc S L LI I
! I ! —) ! ! o
ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff S, cparervatom o (B feony [T bstotom |
Q) securty | AAAA
EEE' Network: Integrate with laaS SDN LTI
— . . | ' -
== Storage: Integrate with laaS storage solutions !

AuthN/Z: Seamlessly integrate with internal security systems Lo ! ¥ I p !
vinteg oy L@ @ i e

B2
R ) 1 CARpIp
@ Control Plane: A unified control plane across organization Ceph NAS HW SDN OVS SDN

Security: Conform to financial security regulation L
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XX Zone
M Cargo @ Cargo Cargo @ Cargo
: #11 #12 #21 #22
YY Zone
. -
| ST 000l peeremeieimimemm e mmcmem e
| s
5 = Openstack Openstack K8S
: Controller Management
! Network Node
o Node Cluster
é |
é [ [
! [ |
; Kubernetes Master Kubernetes Node
: Openstack Compute Openstack Compute
oo Node Node

Kubernetes User Cluster -
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* Requirement
* Login once and then everywhere (between kubernetes and openstack)

 Existing environment
« OA system: organization and employee information
« |dentification service (SSO server): employee ID and password
« Keystone: integrate with ID service and pulls information from OA daily (midnight)
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\\\\\\

’ / \ \\\ ’ username/password
1 Access Compass Service \\\ RN -
J \ Sl
3 redirect DAY
Console-web % Te.l
N SS
® . .
\\ ~ \\
/ 2 without IDToken >« Tl
11 Access Service with IDToken N AN
10 return a IDToken N TN a v
embedded with
Keystone Token (€
. ‘ Caid 5 return a ticker External IDP
comen fa > (SSO if active
Caicloud-Service (Connector) ’ 6 get userlD by the ticker session)
‘. ..................................
/ 7 return the userlD
B mersemezeEs
o / / \ \ C—
12 Access Openstack Service with
Keystone Token from IDToken 9 get keystone token by . 8 get/add user info M
openstack service account 1
/ update user details
o T -
Openstack-Service Keystone ’ CAuth

‘ Synchronize keystone information to cauth with a long running daemon
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e System Admin
* manages the whole platform
« allocate resources (around different clusters) to different tenants
 assigns roles to different users, e.g. tenant admin, etc

e Tenant Admin
* manages a single tenant
« add/delete groups of users
« allocate resource permissions per group

* Group/team & User
« group/team holds permissions of resources
 users inherit permissions from the groups they are in
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@ compass & Tenants / QA-Only-Control About  Manual [] English v Admin Web v admin v
QA-Only-Control
Identifier ga-only-control
Description QA EAMIL, REEGI%EE
CreateTime 2018-04-28 09:39:43
Resource Quotas Member App Stats Partition Stats
Clusters Modify Quotas
multiple-tenant-c... >
CPU Memory
Cluster—-QA-NoHA
Request 4 Core Request 8 GiB
Limit 20 Core Limit 20 GiB
Volumes
Storage class Volumes Numbers @ Volumes Total Capacity @
heketi-storageclass 2/57% 10 /30 GiB
Load Balancing
Name L7 layer protocol @ L4 layer protocol @ Port range of L4 layer protocol
apiserver [SEa9=] EfFE 20000 - 21000
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About Manual [7 English v Tenant: QA-Only-Control v admin Vv

@ compass Groups

. Description Member Actions
Partitions
Applications Default team for all members in a Tenant AllMember
App Store . .
SREs have permissions of Loadbalancer, OpsCenter, etc 0 people odif
Orchestration
Developers Developers have permissions of AppCenter, etc 0 people Modify
Volumes
Load balancing Resource Resource Team has permissions of allocating resources, etc 0 people Modify
Support Support team has permissions of CI/CD, etc 0 people odif
Each line is a group with a set of users and permissions. Total 5 1/1

Logging

Monitor

dudit logs
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@ compass

Partitions

App Store
0O ration
Volumes

balancing

Monitor

Alerting

Access Control

Notify

Europe 2018
& Groups / SREs About Manual [7 English v Tenant: QA-Only-Control v admin v
SREs /' Modify

Creat... 2018-04-28 Num of Members

Descri... E#ESIIMNWSIEHAR, HEARE. SHPOER

=1l

Resource to allocate permissions, each resource is either []
an external resource, or native / CRDs in Kubernetes.

embers Partitions Templates Loadbalancers Configs Operations DevOps Cargo Clever

Clusters Basic Role User 2/ Modify
multiple-tenant-c... > Guest + User + Owner +
gatest 7 X
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....................
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EEERE

...................

....................

....................

....................

Tenant

________________________________________

RoleX

| [ Admin |

Quotas Members Role & Permissions
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* 1:1 mapping between compass Tenant and openstack Project
* 1:1 mapping between kubernetes Namespace and openstack Network
* 1:1 mapping between kubernetes Pod and openstack Port
* 1:1 mapping between kubernetes Service VIP and openstack LBaaS VIP
« Each namespace has two openstack subnets: PodCIDR and ServiceCIDR
- Each namespace has an openstack gateway Compass Openstack
Tenant projec
................. Par‘titionl Network 13
‘» ----- cidr: service & pod subnet -----f
L gateway gateway -----
................ Par:tition2 Network 2
S cidr: service & pod subnet ‘
gateway gateway
---------------- PartiitionX Network;X
}» fffff cidr: service & pod subnet

beeees gateway gateway - i



Tenant - with OpenStack
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2 #@rEm Tenant Management
2 BPuE
e E\iHEE

n EEEE

#SEF Create Tenant

i&#% openstack P
Create Tenant requires choosing an OpenStack Tenant

Q

docker-ksi k8s-project3
k8s-project3
Default new-test

Default test2 projectigd

description: ¥%
Default testl7

name: docker-k8s2

domain
Default 123123 project id
118e9638341c42dcab7dc26f590186cd

svaDomain  7vaProiect?
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= -wPEesx | AKX EREm 2 v 8P test-tenant V docker v

& FIBH X -
Create New Partition, a.k.a Namespace

PR fEEs = user-cluster-up v

RIFED X
RIFg

A%
EENE
RRCE
» FFREER

B & b

GB ~ GiB ~

:

(2)
Network Option
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Administrator

Compass

Kubernetes

Kuryr Controller

Openstack

! 3: Create Tenant t1

0: Create Tenant CRD .

(Choose Openstack Project p1) '

!

S
1
'
—

1: Create SA CRD

<
<

2: Watch Tenant

'
<
—— ¢

4: Create Service; Accoun

tsalinpl

5: Create Tenant CR

>
>

6: Watch Tenant

7: Create CR for storing sal

» OpenStack Service Account CRD allows tenant in Kubernetes to access OpenStack Resources

» Tenant and quota is represented as CRD to natively integrates with Kubernetes



Network - Overview

* Requirements
* Pod should have ‘real’ IP, no NAT
« Configurable traffic shaping and isolation across tenant
« Multiple network planes (management, control, business, storage)

« Based on kuryr-kubernetes, with modification:
» Support multi-tenant
« Support GBP

 Components

» Kubernetes Controller
« Translate to OpenStack Neutron Model

Pass information to CNI Driver via Annotation

 CNI Driver

Bind Kubernetes Pod with Neutron Port

S ———

GBP

Perform CRUD actions

Policy Target Group
Policy Rule Sets

N

Neutron

| Policy Target | -

1o
® WP 2
£o¢
e

wr
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Watch CRUD events

CloudNativeCon

Annotate resoures
@ Controller

-

| Neutron

______

pspp—p—————

Neutron
Ibaasv2
LB

Listener
Pool
Member

N———————————

agent

ovs

Worker node

@ CNI Driver
Watch CRUD

v

K8s API
server

Service

Kubelet

| execute

ev annotat

ons

Networkpolic

7
.

>

os—vif plug Add configure vetrh

'

L
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Management (br-mgm) laaS and container platform portal
Control (br-ctl) Container platform system components
Storage (br-storage) Container Image Pull/Push

Business (br-prv) All network traffic for applications



Network - Multi-planes

Openstack ovs-based vxlan

wr

KubeCon

Pod1 Pod?2
ethO(vethB) ethO(vethF)
vethA vethE
gbr-Y gbr-T
qvb-Y qvb-T | —
qvo-Y qvo-T
Vian'Y br-int Vian T br-tun

neutron
agent

o /
CNI Driver - K

[ br-mgm ] [ br-ctl ] [br—storage] [ br-prv ]
Vian A Vian B Vlan C Via

[ br-ovs-band 0

—

]Kubernetes node
Openstack compute node

Pod3 Pod4
ethO(vethlL) ethO(vethN)
vethK vethM
gbr-X qbr-Z
qvb-X qvb-Z —
qvo-X qvo-Z
neutron ;
[ agent ][ apiserver ] kubelet [ scheduler ]

l neutron ]l controller—] CNI Driver

[ br-mgm ] [ br-ctl ] [ br-storage ] [ br-prv ]
VianA T VianB V\anC/ — VanD
[ br-ovs-band 0 ] Kubernetes master
Openstack compute node
[ etho ethl

Openstack network node

br-ovs-band 1 ]

[ br-storage ] [ br-ctl } ——
:

[ br-ovs-band 0 ]

Openstack controller node

[ etho |

1

[ et || etho || eth1 |

CloudNativeCon
Europe 2018
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* A new type of service: Tenant Service
« Each tenant has its own tenant service CIDR
» Tenant service virtual IP comes from LBaaS (Virtual IP)

| Tenant | Neutron | Service API Server

--service-cluster-ip-range

(System Tenant) Normal Service 10.0.0.0/16
Tenant1 Network S1%r\£|8eo%llli)6R Tenant Service --
Tenant2 Network 81%";'8%%5?? Tenant Service --
Tenant3 Network a%rzlgeo%llﬁ)g Tenant Service --

v

Protocol, Port, Members (Endpoints)
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Network - Service

Neutron LBaaS Kubernetes
Loadbalancer VIP Service Cluster IP
Mapping from Neutron Concepts to
Loadbalancer FIP Service External IP pping P
Kubernetes Concepts
Protocol and Port of Listener Protocol and Port of Service
Loadbalance Method of Member Pool Loadbalance Method of Service/Endpoints
Members (IP, Port) Endpoints (IP, Port)
[ Neutron |
Watch Service CRUD events K8s API
Neutron , : . > server
Implement the mapping using two Ibaasv2 P Perform CRUD actions Controller Annotate Service, Endpoints >
Controllers LB LB LBaaSSpecHandler Service
Listener -
Watch Endpoint CRUD events Endpoints
Pool .
) Perform CRUD actions Controller Annotate Endpoints
Member Listener, Pool, Member LoadBalancerHandler
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 Existing Kubernetes setup runs DNS as a regular Pod, this doesn’t work:
 DNS Pod needs to access API server, which runs in different plane
e br-prv vs br-ctl
» but if we run DNS Pod in control plane, normal Pods can’t access
* br-ctl vs br-prv
* There is no ‘per-tenant DNS’ in UnionPay DNS
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« For management cluster, run ‘kube-dns’ in HostNetwork, with container: kubedns, dnsmasq and healthz

* For user cluster, run ‘kube-dns’ in HostNetwork, with container: kubedns and healthz

» dnsmasq is used for DNS query

Management Cluster

User Cluster

apiserver

-
-

List & Watch kubedns - — — —

kube-dns HostNetwork

Lookup Upstream

dnsmasq

Vlan A

(oo ) (o) (wvome ) (o]

Vian B Vlan C

Vlan D

( br-dys-band 0

)

Master node

| T | Management cluster
[ etho }—{-ethl |

kube-dns HostNetwork
W P List & Watch
—————— =»  kubedns = Je=|- _ _ _ -
Lookup Upstream apiserver
(oo ) (o
VlanA T Vlan B Vian C |
[ br-ovs-band 0
| efR0 ethl

]

open 53 port

Pod

o]

Vlan D

Master node
User cluster
Openstack compute node




Network - DNS Deployment

Admin Cluster (domain=cluster.admin)

dns pod (HostNetwork)

nslookup —"

exechealthz

= health check »| (sidecar)

k8s probe — nslookup —»

upstream(—server=/cluster.tepant1/master-node-ctl-ip:31053

tenant kube-dns service (NodePort:31053) biz pod
dns pod (HostNetwork)
i exechealthz
apiserver list/watch kubedns < nslookup | (sidecar)
A
health check
k8s probe

User Cluster(cluster-domain=cluster.tenant1, cluster-dns=vip:53)

/ upstream(—server=/cluster.admin/127.0.0.1:10053

£

w

KubeCon

kubedns "

admin-cluster apiserver
A - _—

-

haproxy with vip (port=53)

upstream(—server=/cluster.tenant2/master-node-ctl-ip:31053

tenant kube-dns service (NodePort:31053) biz pod
dns pod (HostNetwork)
‘ ) exechealthz
apiserver list/watch kubedns < nslookup 1 (sidecar)
'y
health check
k8s probe

User Cluster(cluster-domain=cluster.tenant2, cluster-dns=vip:53)

CloudNativeCon
Europe 2018



£2
StOrage - NAS KubeCon | CloudNativeCon

Europe 2018

* No out-of-box solution in Kubernetes
* but enterprise users care about data

Kubernetes Cluster Kubelet

Node
NFS Plugin I

* Depends on existing environment

1
1
' 1
\ 1
' |
' 1
) 1
' |
) 1
' |
1
. 1 oy, ! NetApp NAS
° . ! Nt/ e, \ PP
. 1 eSCr/bedUnt Volyp, :
! when volume.Status.Phase Vpy © |
: == VolumeReleased or 1
o ‘ e ph ' VolumeFailed :
' Master delete k8s pv Node |
|
' I ONTAP
| External Provisioner :
1
[/ |
: <H---.. ’_st_‘_g Watch pv !
H her T ~— |
| Ist & watcp, elete !
..... Classs; volumeController Aaa/© |
: K8S Apiserver < Teeeel T f?r.ag.;? ) g‘mageo\aSS '
| list & wat classController o\ H
ch % |
: B F_W_C _____ P‘d\lo\\ﬂ"\e |
| claimController @ :
1
| Create/Delete !
| Create/ A W .~ Create/Delete Py N'ig Volume :
! Delete D listg . |(PV-SPec.NFS = nfssource) |
: PV . watch N 1
|
|
|
: PV Controller 1o |
| feate/oe/ :
H RBD Plugin . Ste o, X Ceph
) list &watch “-.] Node :
1 .
] pod, pv, pve - Kubelet @ '
| . |
1
1 | RBD Plugin | !
' |
]
1 @ ! RBD
| @ \ Network
: Attach/Detach disk to node , Disk
! i
: Mount/Unmount disk |
! . 1
: O Only reflects the creation flow described by pv Block Device H
|
1
________________________________________________________________ a




Multi-registries

@CDNPBSS Container Registry About Manual [7 English v Tenant: QA-Control-User Vv admin Vv
Name Address Public Projs’ Private Images
Default https://cargo-multiple-tenant-current.caicloudpr... 2 1 148
iple—tenant.caicloudprivatet https://multiple-tenant.caicloudprivatetest.com 3 3 148

Total 2 1/1 1

=1 Registry

Cargos

BELEE Sync Image

wr

KubeCon

= Select another registry

CloudNativeCon
Europe 2018
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* A HA registry runs on multiple VMs

 AVM can run multiple registry instance
« traffic goes through different NIC
« efficient use of resources

* Multiple Harbors
l

« System Harbor vs User Harbor v
« System Harbor: for system component / Keepalived \
. . - RVIP
« System Harbor: for user applications ~
( System Harbor ' /' UserHarbor /" system Harbor /" UserHarbor
n E N E 3R
=
[ )
MySQL Cluster
Redis Cluster

] 71
7 caicloyd =

=
VM1

I

N VMn




CloudNativeCon

KubeCon

Europe 2018

in_Zhang & Deyuan. Ne



