KUBERNETES AND TAXES

Lessons learned at The Norwegian Tax Administration(NTA)

Bjarte Karlsen
@bjartek



THE AURORA PLATFORM

Faster development and more  Why did you make things

efficient ops inhouse?
e PaaS built upon OpenShift * Both Kubemetes and OpenShift lack a concept
¢ At the core of the plattform is the declerative we have called affiliation. That is groups of
config format AuroraConfig and the AuroraAPI. people that can administer or view objects for
¢ The AuroraAPI supports deploying applications several projects. We have several different
and observing their status while running. development teams that work on our clusters and
¢ Building applications from source is done in the we want them to be able to work in isolation.

AuroraPipeline that uses a central build logic.

The ability to deploy appllcanons to several

https://skatteetaten. glthuh |0/aur0ra

In order to avoid 'wall-of-yaml' we use a declarative, composable configuration format with sane defaults.

Bjarte Karlsen, Technical Architect NTA

How do we deploy

An deploy starts with triggering the AuroraAPI from
either of the userfacing clients AO, AuroraKonsole or
AuroraPipeline. The API will then extract and merge
AuroraConfig in order to create a
AuroraDeploymentSpec.

Synchrous integrations are run and the result of both
are assembled into Kubernetes objects that are applied

*n tha Alhiietar Acvunes intarsratinne wanll that 1 ea tha
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“lFaster development
and
more efficient ops”
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B clusters

Backend DMZ

Prod @ 12 teams, 190 apps, 450 pods 5 teams, 20 apps, 70 pods
Test | 17 teams, 250 apps, 1100 pods 5 teams, 25 apps, 100 pods
Dev 17 teams, 250 apps, 1500 pods 5 teams, 60 apps, 100 pods
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Agenda

* Building

* Deploying

« External Integrations
* Running

» General lessons
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User

2.1 push

o 1.1 create job 1.2 configure Job Server w

2.2 poll runs on pushed to

Aurora)enkins DeliveryBundle.zip

2.3 add to queue

2.4 run
(buiIdQueue




User

3. scale up

DockerRegistry

pushed to

Dockerlmage )

runs in runs in 2.1 push event

) swarm plugin ) 2.2 run 2.4 build
Jenkins Nodej Jenkins Control Plane Job

2.3 produce

Iﬁ pushed to

DeliveryBundle.zip | M




User

1. startBuild name=app version=1.2.3

g ]
BuildConfig 2. CustomBuilder

aurora/architect 4. use baselmage aurora/flange

1.8.0 j 8.162.1 )

name=app
version=1.2.3

3. fetch DeliveryBundle from |5. produce contains

y
/app
latest
1 pushed to
1.2
1.2.3
1.2.3-b1.8.0-flange-8.162.1
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Tr AURORA BUILD CONTRACT
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« Jenkinsfile
 produce DeliveryBundle to Nexus
 openshift/metadata.json
» mainClass
« JVM args
* app properties
* lib/app.jar (not fat-jar, make jar not war)
* lib/dep1, dep2, dep3 aso
« Semantic versioning
» produce Dockerlmage via BuildConfig







2. upgrade

WebDeploy

User

1. deploy /2.1 deploy

2 1.1. read (D lovTool 1.3. deploy
application.yaml| l eployloo pp

1.2. get DeliveryBundle 1.4.register

DeIiveryBundIe.zip\ 7

provides _
application-spec.yaml N LookupService
) : exus
lib/app.jar




User

1. deploy 2. upgrade

e AuroraKonsole App

provides 1.1 deploy /2.1 deploy 1.5 deploy

Y
_ 1.2. read _ 1.4. add/update objects
AuroraConfig AuroraApi kubernetes




1
ImageStream scheduled import

DockerRegistry

version: 1

trigger deploy on new image

Y

fiop

version=1.2.3

contains

]

Pod

_ rollout app-1 - start
DeploymentConfig ReplicationController

name: app-1-xxx




1
ImageStream scheduled import

DockerRegistry
version: 1.3.0

version: 1

trigger deploy on new image

Y

fapp

version=1.3.0

contains

g ]

Pod

_ rollout app-2 - start
DeploymentConfig ReplicationController

name: app-2-xXxX




"M auroraConfig
about.yaml
app.yaml

» [ bjarte
v [ dev
about.yaml
app.yaml
lookup.yaml
register.yaml
loockup.yaml
v [ prod
about.yaml
app.yaml
lookup.yaml
register.yaml
register.yaml

» [ stage

< global

i

4—

env

!



schemaVersion: v1
affiliation: paas
permissions:
admin: [PAAS_OPS, PAAS DEV]

ﬁev/about.yaml

cluster: dev
splunkindex: paas-dev

@Iunklndex: paas-prod J
@p.yaml \

groupld: no.skatteetaten.kubecon
version: 1

type: deploy

certificate: true

\_

\_

ﬁev/app.yaml

version: 1.2

@tabase: true J

\_

J




a )

schemaVersion: v1
affiliation: paas
permissions:
admin: [PAAS_OPS, PAAS DEV]
groupld: no.skatteetaten.kubecon
version: 1.2
type: deploy
certificate: true
database: true
cluster: dev
splunkindex: paas-test
name: app
envName: dev

Qtifactld: app J










AURORA DEPLOY CONTRACT
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 Declarative config in AuroraConfig
* upgrade policy

* |latest, no breaking changes, new
features, new bugs, "patches", locked,
same as production

 deploy with auroraAPI will overwrite
existing state




EXTERNAL INTEGRATIONS
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App?2

1.2. call service

DevOps

2. check health

ping, recurring 1.1. get endpoints for urn::urn \2.1/health

_ status (
LookupService OpsBoard

N




1.1 call load balanced route

App2

DevOps

2. observe status existin .

Wallboard

2.1 read AURORA_STATUS ’ scrape

AURORA_STATUS
Prometheus

AuroraApi



A Skjul meny

Legg til tilherighet

O Down
O observe
O Unknown
(mNe

O Healthy

[ Namespace

paas-elmo-dev
elmo
feature_testit-SNAPSHOT

paas-aotest
referanse
2.0.0

aurora
dbh
1.1.0

aurora-tools
ao
2

paas-mogen-utv
driftsdashboard
413

paas-espen-utv
console
latest

aurora
boober-next

SNAPSHOT-master-2018041...

aurora
skap
5.6.3

paas-aotest
console
3.8.0

paas-bjarte-dev
reference2
1.0.2

paas-espen-utv
wallboard
latest

part-tk1

oppslag
latest

0/1

1/1

1/1

1/1

1/1

0/0

1/1

2/2

1/1

1/1

1/1

1/1

paas-nodb
hello-oracle
SNAPSHOT-1.0.0-20170404....

paas-eriksen-utv
referanse
14.2

aurora
resource-monitor
1.3.1

aurora-tools
ao-dev
master-SNAPSHOT

paas-mogen-utv
oppslagstjeneste
1.4.30

paas-espen-utv
jenkins
2.89.3

aurora
console
3.8.1

paas
jenkins
2.107.2

paas-aotest
whoami
latest

paas-bjarte-dev
whoami
1.3.28

paas-gobo-utv
gobo
latest

0/1

1/1

1/1

1/1

1/1

0/0

1/1

1/1

1/1

2/2

2/2

aurora
marjory
1.8.5

paas-eriksen-utv
whoami
1.3.19

aurora-build-monitor
build-monitor
develop-SNAPSHOT

aurora-tools
buildmonitor
develop-SNAPSHOT

paas-monitor
build
develop-SNAPSHOT

paas-espen-utv
jenkins-slave
1.3.15

aurora
console-dev
develop-SNAPSHOT

paas
jenkins-slave

feature_gpg-SNAPSHOT

paas-are-dev
jenkins
2.89.4

paas-elmo
elmo
latest

paas-jarle-utv
whoami
dettefinnesikke

1/1

1/1

1/1

1/1

1/1

0/0

1/1

5/5

1/1

1/1

1/1

aurora
sprocket
3.6.1

paas-jarle-utv
referanse
latest

aurora-ddh
demo
0

aurora-tools
verify-github-users
1.0.3

aurora
console-next
SNAPSHOT-master-2018012...

paas-torerik-dev
apm-test
latest

aurora
elmo
0.1.3

paas-aos-toxiproxy
refapp
14.2

paas-are-dev
jenkins-slave
1.3.15

paas-eriksen
jenkins
2.89.4

paas-jarle-utv2
whoami
1.3.20

1/1

1/1

1/1

1/1

0/0

2/2

1/1

1/1

1/1

1/1

aurora
wembley
1.0.1

paas-m89870
upgrade
latest

aurora-frontend
css-komponenter
feature_jenkins-SNAPSHOT

paas-frl-azurepoc
azure-poc-oauth-reference
develop-SNAPSHOT

paas-aotest
openshift-referanse-react
latest

aurora
boober
2.3.1

aurora
mokey
1.05

paas-aot-trident-dev
jenkins
2.89.4

paas-bas-dev
wiremock
1.2.0

paas-eriksen
jenkins-slave
1.3.15

paas-mokey
mokey
latest

1/1

1/1

1/1

1/1

2/2

2/2

1/1

1/1

1/1

1/1

aurora-tools
verify-hipchat-users
1.0.22

paas-verify-hipchat-users
verify-hipchat-users
1.0.22

aurora-frontend
react-komponenter
0

paas-likt-test
aos-simple
21.0

paas-eriksen-utv
honkfish
2

aurora
boober-dev
develop-SNAPSHOT

aurora
red
1.0.0

paas-aot-trident-dev
jenkins-slave
1.3.15

paas-bigbird-utv
bigbird
latest

paas-espen-utv
mokey
latest

paas-utv-k95128-demo-app
k95128-demo-app
latest

1/1

1/1

1/1

5/5

1/1

1/1

1/1

3/3

1/1

1/1
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00 Kubernetes Dashboard x R Piotr Bryk
& C' | @ localhost:9090/#/pod?namespace=kube-system W oi
kubernetes Workloads > Pods + CREATE
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"~~~ AURORA RUNTIME CONTRACT

* microservice
« 12-factor (best practice cloud-ready)
« will be killed on node evacuation
 separate app/management traffic
* managementinterface
* /actuator
* /info
* /health
* [prometheus
 /env
« use provided $LOGBACK FILE




O This repository Pullrequests Issues Marketplace Explore

Il Skatteetaten / openshift-reference-springboot-server ®Watchv 17 % Star 3 YFork 1
<> Code Issues 2 Pull requests 0 Projects 0 Wiki Insights Settings

Tailored Service Template for creating a Spring Boot application to run on Aurora Openshift Edit

Add topics
D 354 commits ¥ 6 branches L 121 releases 42 5 contributors sfs Apache-2.0
| |

Branch: master v New pull request Create new file  Upload files  Find file Clone or download ¥

Bjarte Stien Karlsen configure git plugin Latest commit e@23170 6 days ago

B .mvn/wrapper We can actually download maven from nexus via the maven wrapper scrip... 2 years ago

i gatling AOS-2047 gatling 5 months ago

i src AOS-2536 remove hardcoded db schema 27 days ago

.gitignore AOS-452 - Added sample test in order to pass mutation testing and var... 2 years ago

thnat Ame Aan= -

https://githubh.com/skatteetaten/openshift-reference-springhoot-server

mvnw.cmd Initial import from using the Spring Initializer with maven and web d... 2 years ago

new-refapp.sh added new refapp script a year ago
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THE AURORA PLATFORM
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e PaaS built upon OpenShift * Both Kubemetes and OpenShift lack a concept
¢ At the core of the plattform is the declerative we have called affiliation. That is groups of
config format AuroraConfig and the AuroraAPI. people that can administer or view objects for
¢ The AuroraAPI supports deploying applications several projects. We have several different
and observing their status while running. development teams that work on our clusters and
¢ Building applications from source is done in the we want them to be able to work in isolation.

AuroraPipeline that uses a central build logic.

The ability to deploy appllcanons to several
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In order to avoid 'wall-of-yaml' we use a declarative, composable configuration format with sane defaults.

Bjarte Karlsen, Technical Architect NTA

How do we deploy

An deploy starts with triggering the AuroraAPI from
either of the userfacing clients AO, AuroraKonsole or
AuroraPipeline. The API will then extract and merge
AuroraConfig in order to create a
AuroraDeploymentSpec.

Synchrous integrations are run and the result of both
are assembled into Kubernetes objects that are applied
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