Feeding Realworld data into Prometheus
Microservice Application on Kubernetes
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Getting as Sense of what is going on !

and
aggregate Information with context in a distributed world






Getting a Sense ?

Scattered Locations
Multitude of protocols
Missing Context
Overwelming Information



Modbus / Profinet

Binary Protocol
Needs cusomized exporter to add context




e.g. electricity meter sdm630

 Modbus RTU (Serial)
e Some context
e Serialnumber, volt, phase, wattage




Vendor Information Model

| - Information
Models

OPC UA
' Base

Complex, High Level (XML)



e.g. PLC Controller Wago




Edge Devices for Protcol Conversion

« Kunbus RevolutionPI




Edge Device Raspberry Pl (of course)




How to do Continous Integration (for ARM)

 https://github.com/multiarch/gemu-user-static
« Qemu ARM emulation for x86

* building x86 and arm container
In one Cl Run

GitLab




Howto do Remote Management

 Still Struggling

- K 1o}

https://github.com/ernoaapa/eliot

* Or even kubernetes federation on Raspberry Pl ?



How to build the Platform?

Cloud Native to the Rescue

Taking Prometheus as a Building Block

Build Microservices with Open Source components
Adding a Control Plane Microservice



by design Prometheus has got

A Powerfull Query Language
Labels for adding Context
an Efficient Design !
Consolidation and Alarmrules

i — that can be executed in ,Real Time*“




by design Prometheus has

No event Processing
No sub second resolution
No Multitenancy
No Receiving




Howto Transport

openmetrics as messaging format over mqtt

# HELP http_requests_total The total number of HTTP requests.
# TYPE http_reqguests_total counter

http_requests_total{method="post", code="200"} 1027 1395066363000
http_requests_total{method="post", code="480"} 3 1395066363000

https://github.com/RichiH/OpenMetrics
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n
mk@mk :~/git/iot-monitoring-clis
mk@mk:~/git/iot-monitoring-clis$ ./iot-monitoring-cli
usage: ./iot-monitoring-cli =command> [<args=]
COMMAND
T e B T R T

alertrule-add
alertrule-delete
alertrule-list-by-tenant
change-email
change-password
check-login
labels-add-to-topic
labels-delete-from-topic
labels-list-tenant
labels-list-topic
labels-update-for-topic
login

mgtt-acl-add
mgtt-acl-delete
mgtt-acl-list-tenant
mgtt-acl-list-user
mgtt-acl-update
mgtt-user-add
mgtt-user-delete
mgtt-user-list
mgtt-user-set-description
mqtt-user-set-password
scrape-config-apply

scrape-config-edit-prepare

scrape-config-list
scrape- job-add
scrape-job-delete
scrape-job-list
set-api-url
set-certificate-file

set-well-known-configuration-endpoint

tenant-add
teutostackproject-add
teutostackproject-list
user-add
user-assignment-add

help prints detailed information about a command. Usage:

Add a new alertrule

Delete an alertrule

List all allert rules for the tenant

change an email for a user of a tenant.

This command is used to change your password. If you do not pas
This command is used to check if you are logged in. It will ret
Add a specified label to a topic

Remove a specified label from a topic

List all labels by tenant

List all labels of a topic

Update Labels by topic by sending a valid json to replace the e
This command is used to login.

Add a mgtt acl for a user

Delete a mgtt acl for a user

list all mgtt acls by a tenant

list all mgtt acls by a user

Update mgtt acls by sending a valid json to replace the existin
Add a new mgtt user

Add a new mgtt user

List all mgtt user by tenant

set the description for a mgtt user

set the password for a mqtt user

Creates a file with all scrape configurations. Edit this file a
Creates a file with all scrape configurations. Edit this file a
Lists all scrape configurations of your prometheus instance.
Adds a new scrape job to your prometheus instance.

Deletes a scrape job from your prometheus instance by name.
Lists all scrape configurations of your prometheus instance.
This will update the url where this software searches for the e
This will update the path for the certificate this software useg
This will update the url where this software searches for the
This 1is used to create a new tenant. You need platform admin p
This 1is used to add a teutostackproject monitering endpoint as
This is used to get all teutostackproject monitoring endpoints
This is used to create a new user who can access and control t
This will assign a user to a tenant.

Golang CLI for Linux/Windows




Workflow at factory Floor

Generate API User with SensorPath

Configure Edge Converter with a Certain Machine konfiguration
e.g. Modbus Register Mapping

Connecting with Internet
Configure Grafana Dashboard



Temperaturen und Klimaanlagenstatus

Mischer Serverschranke Aussen Abluft
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Tensorflow Prototype

e Multi Dimension Metrics from a (virtual) Machine
e Splitting them into a Training Set, Validation Set
o Setup a LTSM Network and train it

Dimension | Prometheus Query

1 rate (nova_vm_cputime{instance_name="db3", cpu_no="0"} [2m])
2 rate (nova_vm_writtenbytes{instance_name="db3"} [2m])

3 rate (nova_vm_rxbytes{instance_name="db3"} [2m])

4 rate (nova_vm_txbytes{instance_name="db3"} [2m])




Getting Data out of Prometheus

€ © teuto.net

{

status: "success",
¥ data: {
resultType: "matrix",
Y result: [
"{
* metric: {.},
¥ values: |
"
1488355200,
"o
1,
"
1488357000,
"1864952380.952381"

1488358800,
"3197428571.428571"



Prediction




What we accomplished

Confidence in the Team the Microservices are doable
Cl Testing of Microservice is hard

Ci Build of x86 and arm Container in same CI run
Initial Tensorflow Prototype is doable

Getting valid predictions is very very hard.
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