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Objective

Explore the use of Protocol Buffers and 
gRPC for efficient IoT.





Not just PCs and servers



Internet of all the things

Source CompTIA.Org - https://www.comptia.org/resources/internet-of-things-insights-and-opportunities

https://comptia.org/
https://www.comptia.org/resources/internet-of-things-insights-and-opportunities


Explosion of chipsets, 
sensors, and dev platforms

IoT landscape by Matt Turck, Demi Obayomi, and FirstMark Capital - http://mattturck.com/iot2018/ 

http://mattturck.com/iot2018/


Multitude of protocols

IoT landscape by Matt Turck, Demi Obayomi, and FirstMark Capital - http://mattturck.com/iot2018/ 

http://mattturck.com/iot2018/


Multitude of protocols and platforms

IoT landscape by Matt Turck, Demi Obayomi, and FirstMark Capital - http://mattturck.com/iot2018/ 

http://mattturck.com/iot2018/


A modern IoT Service



Service
Stack

Sensor devices Edge devices Backend compute 
devices

Mobile devices Web/Desktop 
devices
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Protocol buffers



Open source, created at Google

An efficient binary format 

Allows serialization of typed data structures

Supports many languages and platforms

Ideal storage and wire format for IoT 
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Protocol buffers

Open source, created at Google

An efficient binary format 

Allows serialization of typed data structures

Supports many languages and platforms 

Ideal storage and wire format for IoT

Wait, what about JSON?



JSON for IoT data serialization

It’s a good solution.  

JSON is simple, flexible, and universally accepted approach 
with a healthy ecosystem built around it.

But ...

JSON has weak data typing

Can be inefficient (text-based encoding)

Clients can be inconsistently implemented

Data versioning, update, and backward compatibility are problematic





Protocol buffers + IoT



Using protocol buffers

Generally involves 3 steps

1 Define IDL 2  Compile 3  Integrate





Example: collect temperature data

Collect temperature data from microcontroller

TCP/IP

Use protocol buffers to serialize data on device
Send data over TCP/IP to remote server
Post data to time series database for visualization



Example: collect temperature data

Collect temperature data from microcontroller

TCP/IP

Use protocol buffers to serialize data on device
Send data over TCP/IP to remote server
Post data to time series database for visualization

A look at the server code



Example: the Go server code

1 Define IDL 2 protoc 3 Integrate Go code 



Example: the Go server code

1 Define DSL 2 protoc 3 Integrate 

Declare protocol 
buffers version

Each message contains 
definition of typed values 
to be encoded.

A message represents a 
structured container type.



Example: the Go server code

1 Define DSL 3 Integrate 
protoc --go_out=. temp.proto 



Example: the Go server code

1 Define DSL 2 protoc 3 Integrate 

Generated Go type that 
represents data to be 
encoded.



Example: the Go server code

1 Define DSL 2 protoc 3 Integrate 

Deserialize data 
from remote device 
into generated type 
using protocol 
buffers library.



Example: the Go server code

1 Define DSL 2 protoc 3 Integrate 

Post temperature 
data to timeseries 
server (influxDB).



Example: the Go server code

1 Define DSL 2 protoc 3 Integrate 

Let’s look at the device



Example: the device

Low cost microcontroller devices (i.e. ESP8266)
80 MHz, 32 KBi 
WIFI radio, with supports for TCP/IP 
No operating system
Programmed in C/C++/Arduino



Example: programming the device

2 protoc 4 Deploy3 Integrate C code1 Define IDL



Example: programming the device

1 Define DSL 2 protoc 3 Integrate C code 4 Deploy

Use same IDL as 
before.
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Example: programming the device

1 Define DSL 3 Integrate C code 4 Deploy
protoc --plugin=protoc-gen-nanopb=\
    ~/nanopb/generator/protoc-gen-nanopb \
    --nanopb_out=. temp.proto

Use the nanopb protoc plugin to 
generate C protobuf serializers.



Example: programming the device

1 Define DSL 2 protoc 3 Integrate C code 4 Deploy

Generated C type 
for data encoding.



Example: programming the device

1 Define DSL 2 protoc 3 Integrate C code 4 Deploy

Encode temperature 
data as protocol 
buffers on device.

Send the 
temperature data to 
remote server.



Example: programming the device

1 Define IDL 2 protoc 3 Integrate C code 4 Deploy
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Example: programming the device

1 Define IDL 2 protoc 3 Integrate C code 4 Deploy

How does it all work?



Temp 
sensor 

(DHT11)



Start grafana



Start InfluxDB



Run the server





Optional setup with messaging

Messaging Topic

MQTT, NATS, etc







Uses protocol buffers for efficient binary encoding

Defines service and methods using IDL

Relies on HTTP/2 for fast multiplexed transport

Ability for bi-directional and data streaming

Extensible middleware for authN, authZ, tracing, logging, etc

Support for 11 languages (and counting)

gRPC

Uses protocol buffers for efficient binary encoding

Defines service and methods using IDL

Relies on HTTP/2 for fast multiplexed transport

Ability for bi-directional and data streaming

Extensible middleware for authN, authZ, tracing, logging, etc

Support for 11 languages (and counting)





gRPC + IoT



gRPC + IoT

What does it all mean?



Common interactive IoT setup

Request queue

Broker

Response queue

Messaging topics (MQTT)



Common IoT setup

Broker

Response queue

Request queue

Messaging topics (MQTT)



gRPC IoT service setup

gRPC (protobuf over HTTP/2)



Using gRPC

Generally involves 3 steps



Using gRPC

Generally involves 3 steps

2  Compile1 Define IDL 3  Integrate stubs





Example: Raspberry Pi speech 
transcription

Raspberry Pi 3
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Example: Raspberry Pi speech 
transcription

Raspberry Pi 3

 Python
 To create 
.WAV file
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Raspberry Pi 3

RPC

Google Cloud 
Speech-to-Text Service
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Example: Raspberry Pi speech 
transcription

Google Cloud 
Speech-to-Text Service

Raspberry Pi 3

RPC

responseLet’s look at the service



Google Cloud Speech-to-Text

Cloud-based speech-to-text service

Real-time speech transcription

Available RPC API via gRPC

Libraries for several languages (Go, Python, C#, etc)
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Cloud-based speech-to-text service

Real-time speech transcription

Libraries for several languages (Go, Python, C#, etc)

Available RPC API using gRPCNow, the device



The device: Raspberry Pi

Raspberry Pi 3

Support for WIFI, Ethernet

Full blown Linux OS



The device: Raspberry Pi

Raspberry Pi 3

Support for WIFI, Ethernet

Full blown Linux OS

Python gRPC speech client (from Google Speech)



Programming the device

1 Define IDL

Provided by Google Cloud



1 Define IDL

Programming the device

$> python -m grpc.tools.protoc  \
    --python_out=. --grpc_python_out=. \
    --proto_path=protobuf greeter.proto

Use Python gRPC 
plugin to generate 
client stubs



Programming the device

1 Define IDL 2  Compile 3  Integrate client stub



Programming the device

1 Define IDL 2  Compile 3  Integrate client stub

Fortunately, stubs already 
compiled with client libraries! 



Speech-to-Text with Python + gRPC



Speech-to-Text with Python + gRPC

Import Google Cloud 
Speech-to-Text 
Python libraries.

Python audio 
libraries



Speech-to-Text with Python + gRPC

Use PyAudio to 
capture audio data 
from microphone.



Speech-to-Text with Python + gRPC

Initialize speech 
client.



Speech-to-Text with Python + gRPC

Synchronous RPC to 
speech service which 
returns the response.



Speech-to-Text with Python + gRPC

Use RPC result to print 
transcription responses.



Running the example



https://docs.google.com/file/d/1tpi-3oO8im0WSNKIR6HiuEwVG9nvnijp/preview


https://github.com/vladimirvivien/iot-dev

