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CLOUDYCLOUDY
CLUSTERSCLUSTERS



OTHER MEANS OF ACQUIRING ACCESS -OTHER MEANS OF ACQUIRING ACCESS -
GITHUB!GITHUB!





EXTERNAL NETWORK VISIBILITYEXTERNAL NETWORK VISIBILITY
2379/tcp open etcd
4194/tcp open cAdvisor
(6|8)443/tcp open API Server
8080/tcp open Insecure API Server
10250/tcp open kubelet
10255/tcp open kubelet (Read
Only)
[various] open [Network plugins]



ATTACKING THEATTACKING THE
API SERVERAPI SERVER



ATTACKINGATTACKING
ETCDETCD



SHODAN &SHODAN &
FRIENDSFRIENDS





ATTACKING THEATTACKING THE
KUBELETKUBELET





INCREASEDINCREASED
ATTACKATTACK
SURFACESURFACE

Container Filesystem
Access
"Internal" Network Position
Kernel Attacks



ATTACKINGATTACKING
SERVICESERVICE

ACCOUNTACCOUNT
TOKENSTOKENS



LEVERAGINGLEVERAGING
ACCESS IN THEACCESS IN THE

CLOUDCLOUD



THETHE
IMPORTANCE OFIMPORTANCE OF
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1. INSECURE PORT1. INSECURE PORT
--insecure-port=0 
--insecure-bind-address - Not Set



2. CONTROL ACCESS TO THE2. CONTROL ACCESS TO THE
KUBELETKUBELET

--anonymous-auth=false 
--authorization-mode - Not set to "AlwaysAllow" 
--read-only-port=0 
--cadvisor-port=0



3. CONTROL ACCESS TO ETCD3. CONTROL ACCESS TO ETCD
--client-cert-auth=true 
--auto-tls=false 
--peer-client-cert-auth=true 
--peer-auto-tls=false



4. RESTRICT SERVICE TOKEN4. RESTRICT SERVICE TOKEN
USEUSE



5. RESTRICT PRIVILEGED5. RESTRICT PRIVILEGED
CONTAINERSCONTAINERS



6. API SERVER6. API SERVER
AUTHENTICATIONAUTHENTICATION

--anonymous-auth=false 
--basic-auth-file - Not Set 
--token-auth-file - Not Set



7. API SERVER AUTHORISATION7. API SERVER AUTHORISATION
--authorization-mode=RBAC



8. PODSECURITYPOLICY8. PODSECURITYPOLICY



9. NETWORKPOLICY9. NETWORKPOLICY



10. REGULAR UPGRADES!10. REGULAR UPGRADES!



HONOURABLE MENTION -HONOURABLE MENTION -
CLOUD RIGHTSCLOUD RIGHTS



RESOURCESRESOURCES
CIS Security Guide for Kubernetes -
https://learn.cisecurity.org/benchmarks

https://learn.cisecurity.org/benchmarks


CONCLUSIONCONCLUSION
Default Security Options very important.
Always think about your threat model and attack
surface :)
Get the basics right
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Twitter - @raesene
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