A Hackers Guide
To Kubernetes and the cloud
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-XTERNAL NETWORK VISIBILITY

2379/tcp open etcd

4194/tcp open cAdvisor
(6]8)443/tcp open API Server
8080/tcp open Insecure API Server
10250/tcp open kubelet

10255/tcp open kubelet (Read
Only)

e [various] open [Network plugins]
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TOTAL RESULTS
1,874

TOP COUNTRIES

United States
China
France
Germany

Ireland

TOP ORGANIZATIONS

Amazon.com

Hangzhou Alibaba Advertising Co.,Ltd.

Digital Ocean
Psychz Networks
OVH SAS

TOP OPERATING SYSTEMS

Linux 3.x

TOP PRODUCTS
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Downloads

Reports Enterprise Acci

etcd

Name: kube-etcd-0606

Version: 3.1.@

Uptime: 7441h27m17.554682808s
Peers: http://104.254.244.82:23

etcd

Mame: 8el19c8ff13c34a82bbf@chche
Version: 2.3.1

Uptime: 5246h57m26.810080435s
Peers: http://10.0.30.75:2380@

etcd

Name: etcd@?

Version: 2.2.5

Uptime: 4h8m34.56225626s
Peers: http://10.3.0.8:2380

etcd

Name: x1

Version: 3.2.8+git

Uptime: 583h4m22.51149815s
Peers: http://0.0.0.0:2380
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1. INSECURE PORT

--insecure-port=0

—-—-insecure-bind-address - Not Set




2. CONTROL ACCESS TO THE
KUBELET

——anonymous—-auth=false

-—authorization-mode - Not set to "AlwaysAllow"

—-—-read-only-port=0
—-—-cadvisor-port=0




5 CONTROLACCESS TOETCD

—--client-cert—-auth=true
—-—auto-tls=false

--peer-client-cert-auth=true
—-—-peer—-auto-tls=false




4. RESTRICT SERVICE TOKEN
USE



2. RESTRICT PRIVILEGED
CONTAINERS
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/ API SER\/ER AUTHORISATION




8. PODSECURITYPOLICY



9. NETWORKPOLICY



10. REGULAR UPGRADES!



HONOURABLE MENTION -
CLOUD RIGHTS



RESOURCES

e CIS Security Guide for Kubernetes -
https://learn.cisecurity.org/benchmarks


https://learn.cisecurity.org/benchmarks

CONCLUSION

e Default Security Options very important.

o Always think about your threat model and attack
surface :)

e Get the basics right



QUESTIONS

e Twitter - @raesene
e E-mail -
rory.mccune@nccgroup.trust



