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Robust ap1 key management
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Innovative

Lightweight

Performance centric

Robust ap1 key management
Extensible plugin framework
Kubernetes native

Diverse tooling

Easy to automate
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Kanali Lightweight

gateway
robust, open
source
Tngress management

security
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github.com/nortnhwesternmutual/kanal

O This repository Pull requests Issues Marketplace Explore

L] northwesternmutual / kanali @ Unwatch~ 11 yUnstar 123 $YFork 4
<> Code Issues 13 Pull requests 1 Projects 0 Wiki Insights Settings

An extremely efficient Kubernetes ingress controller with robust APl management capabilities. Edit
kubernetes opentracing ingress-controller api-management tracing api-gateway Manage topics

D 149 commits ¥ 3 branches © 13 releases 42 2 contributors sls Apache-2.0

Branch: master v New pull request Create new file @ Upload files = Find file Clone or download ~
m frankgreco Logo (#86) - Latest commit 9584531 3 days ago
B assets initial commit 4 months ago
B cmd Adding Option to Batch InfluxDB Writes (#84) 4 days ago
M config Properly Handle io.Copy Errors (#85) 4 days ago
B controller Properly Handle io.Copy Errors (#85) 4 days ago
8 docs initial commit 4 months ago
B examples updating version in examples 2 months ago
B flow tracing refactor (#64) 2 months ago
M handlers Properly Handle io.Copy Errors (#85) 4 days ago
B helm Properly Handle io.Copy Errors (#85) 4 days ago
M logo Logo (#86) 3 days ago
B metrics improving unit tests 3 months ago
B monitor Adding Option to Batch InfluxDB Writes (#84) 4 days ago
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/apis/apiextensions.k8s.io/vIbetal/customresourcedefinitions

group name Version name resource name

/apis/kanali.io/v2/apiproxies
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|

'kind: ApiProxy
‘ainersion: kanali.io/v2alphal
\metadata:
name: example-proxy-one
namespace: default
spec:
source:
path: /api/vl/example
m virtualHost: foo.bar.com

target:
path: /example
backend.:
| service:
name: example-service
port: 443
ssl:
secretName: certs
plugins:

- name: apiliKey
version: v1.0.0
config:

ﬁkind: ApiProxy |
|apiVersion: kanali.io/v2alphal
metadata:

name: example-proxy-one

namespace: default
spec:

source:

path: /api/vl/example

W virtualHost: foo.bar.com
target:

path: /example
m backend:

ssl:
secretName: certs
plugins:

- name: apiKey
version: v1.0.0
config:

bindingName:

example-binding |

[ e m#

( — — —

kind: ApiProxy |

apiVersion: kanali.io/v2alphal |

\metadata:
name: example-proxy-one W
namespace: default |

spec:
source:

path: /api/vl/example
virtualHost: foo.bar.com
target:
path: /example
| backend:
d mock :
mockTargetName: example-mock|
ssl: |
secretName: certs

plugins:

— name: apiKey *
version: v1.0.0 |
config:

bindingName: example-binding
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[

'metadata:

M virtualHost:

kind: ApiProxy
apiVersion: kanali.io/v2

name: example-proxy-one
namespace: default
spec:
source:
path:

/api/vl/example
foo.bar.com
target:

path: /example

backend:

ssl:
secretName:
plugins:
— name: apiKey |
version: v1.0.0 |
config:

certs

dingName:

example-binding |

kind: ApiProxy
lainersion: kanali.io/v2
metadata:

name: example-proxy-one

namespace: default
spec:

source:

path: /api/vl/example

| virtualHost: foo.bar.com
target:

path: /example
m backend:

ssl:
secretName:
plugins:

- name: apiKey
version: v1.0.0
config:
bindingName:

certs

example-binding

B— e R —
|

| ——

kind: ApiProxy |
apiVersion: kanali.io/v2
{metadata:

name: example-proxy-one

namespace: default
spec:

source:

path: /api/vl/example

L virtualHost: foo.bar.com
target:

path: /example

backend:

ssl:
secretName:
plugins:
— name:
version:
config:

certs

apilKey |
v1.0.0 |

example-binding
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kind: ApiKeyBinding
'apiVersion: kanali.io/v2
metadata: |
name: example-binding ﬂ
namespace: default
spec: |
| keys: |
- name: bobs-apikey
rate:
unit: seconds
amount: 100
defaultRule:
global: true
subpaths:
- path: /balance
rule:
granular:
verbs:
- GET

|

8 frankgreco Y @fbgrecojr




‘ —_——

kind: ApiKeyBinding
'apiVersion: kanali.io/v2
metadata: |
name: example-binding ﬂ
namespace: default
spec: |
| keys: |
- name: bobs-apikey
rate:
unit: seconds
amount: 100
defaultRule:
global: true
subpaths:
- path: /balance
rule:
granular:
verbs:

|

. .
'kind: ApiKey
apiVersion: kanali.io/vZ2

metadata:

name: bobs—-apilkey

spec:
revisions:

- data: rsaencrypteddata
status: active

lastUsed:

- data: rsaencrypteddata
status: 1nactive

lastUsed:

"Mon May 4 14:32:59 CDT 2018" |
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kind: ApiKeyBinding

'apiVersion: kanali.io/v?2
metadata: | o B -
name: example-binding ﬂ kind: ApiKey
SPZZTeSPace' detault l lapiVersion: kanali.io/v?2
K . | metadata:
| FeYS: . ﬂ name: bobs-apikey
— name: bobs—-apikey | spec:
r : | (C—) ..
| aziit: seconds | revisions:
1 amount: 100 - data: rsaengrypteddata
defaultRule u status: active |
global: true lastUsed: "Mon May 4 14:32:59 CDT 2018”
subpaths:: e data: rsgencrypteddata |
_ path: /balance , | status: 1nactive
rule: \ - lastUsed: ) 1 14
granular:
verbs:
| - GET
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- ]
kind: MockTarget H
‘apiVersion: kanali.io/v?Z2
/metadata:
name: example—-mock
namespace: default
spec:
routes:
- path: /health
| status: 200
methods:
- GET
| headers:
m Content-Type: application/json
body: |
{

\\ .
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[tracing]

ﬂjaeger_agent_url: “Jaeger—-agent. kube-system.svc.cluster.local”

[analytics] |
'influx addr: “influxdb.svc.cluster.local:8086"

influx_db: “kanali”

[plugins]

location: “/”

[plugins.apiKey]
decryption key file: “/etc/kanali/key.pem”
header key: “apikey”

[tls]
|cert file: “/etc/kanali/rsa/cert.pem”
key file: “/etc/kanali/rsa/key”

[server]

port: 8443

| bind address: “0.0.0.0"
ll
[process]

log level: “1nfo”

[proxy] |
enable cluster ip: true |
enable mock responses: true
upstream timeout: “0hOm20s”

[proxy.default header values]
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package plugins

import (

)

L\

type Plugin interface {
| OnRequest(...) error
OnResponse(...) errorj
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package plugins

import (

)

L\

type Plugin interface {
| OnRequest(...) error |

OnResponse(...) error
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kanalictl apikey generate --key.name=bobs-apikey --rsa.public_key_file=./public-prod.pem

Here is your api key (you will only see this once): JZullohgEuk@102gZZ9W1LgMG5vkzDhD
Corresponding Kubernetes config:
apiVersion: kanali.io/vl1
kind: ApiKey
metadata:

creationTimestamp: null

name: bobs-apikey

namespace: default
spec:

data: cef3e78e0898d08949fbocb878340322dec3t51e62dd511d8883671711faeZ2b5968e1382edb41f0a4a079a224d1609e175d03b5
a555032e36baazb6134coab9d87736979dbd8b@b4a069e83480e6085e@a25ad527e44981326dc25b34e1a2¢3184d@94¢c153792d@958cb2
Obe8136741c2022¢ce@d5e8472d92e0@93b3b93d50513480130b53b41fd9e1891b00el10d41d0107aded3596c6341afbebb@aa8blb7b1124
041tb95056cf440efb46b9ec9a75cdef73424d7f01cdblofacc5180db3451f76a0803dc06a9e63e9159ec76604b00843f56b0869e07598
2ed3ca59df33al66d67f1el19da53cb741308105afaf9b947b3d5edd2a600ad@42d20c97eeda7abf26875a5674d0d732a2560091cb552
090120243a126e5251d684dbd599befb7cla8e2dlalcf@ffaflc2410503192b44dbd104917d94f8do65¢c8¢1813119ca7432d20a9cef0
fc29415d24bb9eaaabbfl2ef1fb586483713fcba93ccefb67acec@f358502a85b59c33a83d3ddecld49105a3b200542f f2abfa2d144832
07301331f1dd9eb34fcb72eb7d27d5a8b4cbc84cd2acfef@b4doa3537f08b0a43af8eac266938a88facbd59217676f6f308906d96bcc7c
dlabd77e6251101f0128e2ccbebfe81c82¢clc5¢cd51d2356¢10491123474d1a5¢5127¢513211dab787d4423e9¢c2d976955fdaa2cebcdbcs
cebb4b2cad291a830ce609006bb81a@d9ae243c2fc8713459¢a
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GGrafana

(O g 2% KanaliPROD ~ @ ¢ ZoomOut » @ Last30minutes Refreshevery 1m

Total Requests

Average Proxy Response Time Average Target Response Time

14:46 14:48 14:50 14'52 1484 14AGA  14GR 150N 1502 18N4  1ENA  15NR 151N 1512 1514 14:48 14:50 14:52 14:54 14556 14:58 1500 15:02 15:04 1506 15:08 15110 1512 15:14
2017-11-16 14:49:00
average response time for {alerts-analytics,alerts-email,alerts-ms-alertsadmin,alerts-ms-data,alerts-ms-... 126 ms

119587..c.c 116142..... 3445....

Response Time Percentiles
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Jaeger

Jaeger Ul Dependencies Search

¥ frontend: HTTP GET /dispatch View Options ~
Trace Start: April 12,2017 9:12 AM Duration: 704.531ms Services: 6 Depth: 5 Total Spans: 50

Oms 140.906ms 281.813ms 422.719ms 563.625ms 704.531ms

Span Name Timeline 176.13ms 352.27ms 528.4ms 704.53ms

O | frontend  HTTP GET /dispateh
| frontend  HTP GET: fcustomer 295.31ms
B | frontend  Driver-findNeares 4
B | redis GetDrive
driver  Driver:f
redis  FindDriverlD 25.6
redis  GetDrive
redis GetDrive
redis GetDrive 33.24ms
redis GetDrive 4
redis GetDrive
redis GetDrive
redis GetDrive
redis  GetDrive
redis  GetDrive
redis GetDrive
redis GetDrive ‘
| frontend  HTTR GET: froute 44
@ | frontend  HTTRGET: /route 3 62ms
| frontend  HirTe GET. jrou 46
| frontend
| frontend
| frontend
| frontend reGE
| frontend nrrPcE
| frontend  HTTPGET: froute
@ | frontend  HTTPGET: /route 40
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github.com/northwesternmutual/kanal

O This repository Pull requests Issues Marketplace Explore
L) northwesternmutual / kanali @® Unwatchv = 11 s Unstar = 97 Y Fork 1
Code @ Issues 12 Pull requests 1 Projects 0 Wiki Insights Settings
Filters ~ is:issue is:open Labels Milestones
® 12 Open 30 Closed Author v Labels ~ Projects ~ Milestones ~ Assignee~v Sort~
(@ Roadmap Clarifications [J2

#68 opened 13 days ago by derekperkins

@ Non Breaking APl Key Rotation enhancement ﬂ‘ [J1
#63 opened 22 days ago by pfremm

5
{0

® Graduate Quota/Rate Limiting to Stable |enhancement
#56 opened on Sep 4 by frankgreco v2.1.0

@ Update Kubernetes Client [i13 57 [J2
#46 opened on Aug 19 by frankgreco v2.0.0

®» Message When Multiple Upstream Services |enhancement (31
#45 opened on Aug 18 by frankgreco v2.0.0

® Some Requests in Influxdb do not have response code [}
#31 opened on Aug 11 by frankgreco

@ Proxy Protocol Doesn't Work 'hold [J2
#24 opened on Aug 10 by frankgreco

® Add Contextual Logging with Zap |enhancement ﬂ'
#22 opened on Aug 9 by frankgreco v2.0.0

© \ios s
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tutorial.kanali.io

POSTMAN @ Public

Language cURL

KANALI

Introduction Ka n a | i

GET Ingress

Welcome to the Kanali tutorial!
GeT Dynamic Service Discovery

Prerequisites
GeT Mock Responses

This turorial requires a running deployment of Kanali as well as the
presence of two variables in your Postman environment. Find
GET SNI deployment instructions here. Run these shell commands to extract the
appropiate variable values:

GET SSL

GET Api Key

Ger Fine Grained Access Control minikube_ip ! § minikube ip

_ kanali_ port . § minikube service kanali --format="{{.Port}}"
GeT Quota Policy

Self-signed certificates are used for purposes of this tutorial. Hence, you
may need to turn off SSL Verification in your Postman client.

GeT Rate Limiting Policy

Developer Tools

Each request below demonstrates a single Kanali feature. To enhance
your learning experience, open the developer tools that were deployed
if you followed the recommended installation instructions. Run these
shell commands to open both tools in your browser:

Grafana

$ open $(minikube service kanali-grafana --

url)/dashboard/file/kanali. json

Jaeger

$ open $(minikube service jaeger-all-in-one --url)
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