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app: Socia| app :Sociaf
—l:‘i)fr:aPi tier: db |
role:Search data: usey




label selectors

' : matchlLabels:
F‘)‘?'- Soca| K app 2o ’ arP: Shv‘,?im)

'(:icr:aPl' yiee: db
role:Search data: usey




label selectors

Tod '
\af’r i

tier: ap ma{'c['\La(ocfﬂ
= tier: db

app: Socia| app 2o
—(:‘i)zr:aPl' tiee: db *
role:Search data: usey




UMP*-j label selector
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fod Pod
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ana*omj of o Nedwork Folict,

(1) which pods does it apply to

@ .for which direc-fiov;?(“"ﬂ“ss: |l |
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av\Momj of o Nedwork Fo“cy

@ which pods does 1t a”lq to

@ ,for which direchow?/“"ﬂ“ss: |l |
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(@ rules for ollowing:
Ingress who can connec? fothis Pod ?

Egress — where canthis pod Connect to?
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traffic 15 allowed
un‘e ' P) there i a N-L‘|worlf Po\\cj
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"'N.(:fic is denied
i there are Poﬁcies Sele.cﬁnj The ?Od:

but none of Them have omj rules allowinJ i+
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You con on\g write rules

That M‘framc.



ijitng oll Lraffic by Mo\'\CWV\a to it

apiVersion: networking.k8s.io/vl

kind: NetworkPolicy

metadata:
name: default-deny-all

spec:
podSelector: {} —>select all POQ[S
ingress: [] -—___;>thpfj arraj n ol cales

noJckinj is whitelisted

RESULT: all mgress tvarfic is block ed
b\j vnoﬁd/\l'nj' ond ngt o\\\ow(ng.
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Example : ollowing Some Traffic

|

app =fo0
{er=backend

spec:

Lol x [app=feo ]
; 'H((:(“o -HQY( = feontend
kind: NetworkPolicy
podSelector:
matchLabels:
app: foo

tier: db N-p@( ‘HneSe_ POD\S

ingress:
- from:

— podSelector: a .
matchLabels: / ﬁ“OW "’f ’(F‘C
app: foo ‘f(O(ﬂ ‘+%€SQ

tier: backend



reSJrn'chnj ?ort humbers

- from:
v :80
avp: §00 N8 aPP=F00 — podSelector:
-t‘\crrbo\cl«nd e tier: db matchLabels:
*3306 app: foo
tier: backend
ports:
— port: 3306

protocol: TCP
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Can't use  Service Po(‘fs N ?o\'\c'\es, jeJr.
Use containerfort n The POJS‘)CC.
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MMH-I'P\Q Selectors are Combined
(unioneJ)

INgress :
-From:
—~TPodSelector:
ma\'Oh\.o\bef.S
a\a\):-Foo .
kiev: ba ckend T C_Omblned wiHn OR
— oodSe lector: 7 (ot AND)

MatchLabels:
Yole : SecCuy H-\1
dJd

_Srule |




muH-iP\e rules ave Combineo(,too

ingresg-.
-From:
—~TPodSelector:
matchlabels
a :—Foo
\:l\ae\?r: bo ckend
-from: —>vule #2

/3“’"‘

_?QJSC (Q C+D( .
matchLabels:

Yole : secuvit v
J

(UhioneJ)

combined with
(not AND)

OR 0Pt Cato(
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USiV\9 emp*j selectors

) allow all Moni’fo(fv\j ‘»ocls 1o
Connect Por-l' 5000 o{: ﬂP"JS."

spec:
podSelector: {}
ingress:
— from:
- podSelector:
matchLabels:
role: monitoring
poOrts:
— port: 5000



USing empty Selectors

) allow all Mon«"fo(l'v\j Yoels 1o
Connect f°r+ 5000 o{.‘ a_ﬂpoo\s‘n

spec: :
| podSelector: {} = \M?(kj Un“j'(‘4he EOJS
St areinthe Same name Pmce,‘,!!
- from:
- podSelector:
matchLabels:

<EE}E: monitoring _:::::)

poOrts:
— port: 5000
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Network ?o\icieg ave Scorw\ to
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a\\owiv.ﬂ teaffic {vom other namespaces

* '(:rom.POe\Se(e Ave matches on|j to pods i the
Curvent name Space

% Need a new kind oF selector o choose
POJS {from olher NameSpaces.



a\\ow'mﬂ ‘fmf.ﬁc /f rom of‘lcr namesPaces

* ‘(:rom.POc\Se(e Ave matches on|j to pods i the
Curyen{ name Space

% Need a new kind oF selector o choose
POJS {from olher NameSpaces.

*r\a:V\#e S\Smcesg\ez’fork
« like PoJ Sele ctor

& Selects mees]mceS) uﬁqi) lo\[ae(s :




aHOWiV\j ’m{-‘f ic from

metadata:
namespace: prod-storage
name: allow-prod—-apps
spec:
podSelector: {}
ingress:
— from:
— namespaceSelector:
matchLabels:
purpose: prod

ot her Namespaces

fainersion: vl
kind: Namespace
metadata:

name.

foo-prod

labels:
purpose: prod
product: foo

o ——



limitation

ﬂl'owfnj Some PoJ§ -from
othey namcsfaCeS
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ipBlock ¢



the ”iPBl ock“ selecfor

CIDR vefvesher

10.0.0.0/8 | 10.xx.x
142.4.2.0/24 | 192.0.2.x
0.0.0.0 /0 Y .Y XX

ﬂ“OM[ frqm:
|0.6£ ‘ y — ipBlock:
S cidr: 10.56.0.0/16
from:
— ipBlock:
allow 10.xx x cidr: 10.0.0.0/8
but dena 0. 11.12.x except:

- 10.11.12.0/24



RGeS rules

mIMoS‘f ic‘anﬂ(‘a\ to injrcsf rales

contro(s The "fa‘f.f‘{c. _'FLM sele cied Pods
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De.njing all egress troffic

kind: NetworkPolicy

metadata:
name: default-deny-all-egress

spec:
podSelector: {} — select allpods in the namespace
policyTypes: —— heed This ‘|( kjou have eﬂreSS vules

— Egress

o . em?hj arrovj = N0 rules.
. nm‘lninr()) is whitelisted



Gllowing some eqress Avaffic

/

>< <—-—\'Uc (=frontend ﬂiierzloackand)

spec:
podSelector:
matchLabels:
tier: frontend
policyTypes:
— Egress
egress:
~ to:
— podSelector:
matchLabels:
tier: backend




a\lowfv\3 Some egress ﬁmf{ic

/

)( <——\'Uc (=frontend ﬁ\‘&"e“l%cu“d)

spec:
podSelector:
matchLabels:
tier: frontend
policyTypes: (On fronfend E%J)
— Egress
egress: $cur\ \(‘H’ //b“CkQ”d
F e QannaffYdeZ host : "backend
— podSelector: 2 p, 7 ?
matchLabels: o™ 5

tier: backend



ejre.sg Policl'es ac\'ua\\j
block dns YCSo,mL\'w\

ou have to dllow @l dnsAvaffic  (easi,,)
J eth/

s add egress rule with
the TF addcess (harder)
of \Lube - dns



a\lowfhg Some cayess ‘iro«,f{ic &dn.s

/

>< <——\'Uc (=frontend ﬁ\‘&"e“lo“k“‘d)

%75? DN'S

— ports:
(i}i{@i}%i:> — pokts 53
prosgcol: "UDP"
B — pOFEE

procasne " TCP"




Moce fun with e gress

‘o\ock'\n_g external traf{ic

metadata:
name: allow-local-egress |

spec: endar ce polic
podSelector: {} ﬁ{oi a\\ ?o\:&g '\nj
policyTypes: Alnts vw\vv\eSTacé
— Egress
egress:

P ) /s - to:

- _ Omﬂﬁhie\NO(\A/ - namespaceSelector: {}

~
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Install o V\uﬂ(n like Calico, WeaveNed ov Romana
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GKE network poh' cv‘
?DWL(‘QQ‘ bj Calico

$ 9clouo\ beto Confainer clusters create
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Connections are dur|ex (2-Wm1)

once A Conpects B, B can Send
data to A on the Same Connection,

(Joes not mEan B can Connec-‘- {o A)



network Po|°lc11 15 a Conne cfion Tilter
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Sdoes not terminate established Connechiong
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Network Pv\(cies add minimal Ia‘ich(\1

- cle.Pev\x{S on -\l/\{ V\d'WO\f\t P‘\Ag\?\
% {prables vs over (a
& implementation, Co\c"\ir\j differences

= can e[z?e(\J o0 number of ?o(ic(es clee‘m‘ec\

T
= Sub- 1\MS. O\Ie.(]f\eael

C1 ‘) http://blog.kubernetes.io/2016/09/high-performance-network-policies-kubernetes. html
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then stact wb\i+e(i5+1nj for each O\PPI'\CCM:!M



understand rule evaluat ion

% vules ace OR'ed (nof AN'Ded)
——)ae\d.')nvt’r\, May (ause ww\ncht\ resalds

¥ be cxy\{cH about CW\P’H/ Vs null fields

In feSSf[—] Ingress:
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test Youv Po)icie_f

X ‘\’V“j what's allowed/blocked
K ‘hs‘} exteyr Vlo\\ Connec’(:\v'\lr‘/

Q'\nﬁress: should T allow traffic from extecnal LB

q,srgsg: s\\ou(c] I G“Ow Cof\net“"(W\S “3 Q\(l‘e(,na( 7

K Teost with other NaMe Sphees
Q a“ow Conne (+1on'S fvom/‘fo anat hev V\ow\eS()o\ce?

& use kubectl describe” fo veriflxj (ule S\jV\TCAY
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JWT
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