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kubernetes

Deconstructed




Metadata




Label(s)







m -Container




Pod

-Container

-Container




Pod

T
—

-Contailner

-Volume






kube-decon-1

port 2015




kube-decon-1

port 2015

kube-decon-2

port 2015




deployment

selector | app=kube-decon, tier=web

image carsonoid/kube-decon:v1

kube-decon



deployment

selector | app=kube-decon, tier=web

image carsonoid/kube-decon:v1

kube-decon-v1-1

port 2015

kube-decon



deployment

selector | app=kube-decon, tier=web

image carsonoid/kube-decon:v1

kube-decon-v1-1

port 2015

kube-decon-v1-2

port 2015

kube-decon




deployment

selector | app=kube-decon, tier=web

image carsonoid/kube-decon:v

kube-decon w

kube-decon-v1-1

port 2015

selector | app=kube-decon, tier=web
port 80:2015

ip 10.0.172.14

kube-decon-v1-2

port 2015

kube-decon




kube-decon w

selector

app=kube-decon, tier=web

port

80:2015

ip

10.0.172.14

deployment

selector | app=kube-decon, tier=web

image carsonoid/kube-decon:v

kube-decon-v1-1

port 2015

kube-decon-v1-2

port 2015

kube-decon




deployment

selector | app=kube-decon, tier=web

image carsonoid/kube-decon:v2

kube-decon w

kube-decon-v1-1

port 2015

selector | app=kube-decon, tier=web
port 80:2015

ip 10.0.172.14

kube-decon-v1-2

port 2015

kube-decon




service

kube-decon

deployment

selector

app=kube-decon, tier=web

image

carsonoid/kube-decon:v2

selector

app=kube-decon, tier=web

port

80:2015

ip

10.0.172.14

mY pod

kube-decon-v1-2

port

2015




deployment

selector | app=kube-decon, tier=web

image carsonoid/kube-decon:v2

kube-decon w

port 2015

kube-decon-v2-1
selector | app=kube-decon, tier=web
port 88:2015 ‘

ip 10.0.172.14

kube-decon-v1-2

port 2015

kube-decon




service

kube-decon

deployment

selector | app=kube-decon, tier=web

image carsonoid/kube-decon:v2

kube-decon-v2-1

port 2015

> ad

selector

app=kube-decon, tier=web

port

80:2015

ip

10.0.172.14

kube-decon




deployment

selector | app=kube-decon, tier=web

image carsonoid/kube-decon:v2

kube-decon w

port 2015

kube-decon-v2-1
selector | app=kube-decon, tier=web
port 88:2015 ‘

ip 10.0.172.14

kube-decon-v2-2

port 2015

kube-decon




deployment

selector | app=kube-decon, tier=web

ingress

kube-decon image carsonoid/kube-decon:v2

e e m

kube-decon-v2-1
kube-decon w
selector | app=kube-decon, tier=web
port 88:2015 ‘

ip 10.0.172.14

port 2015

kube-decon-v2-2

port 2015

kube-decon




Management Access
Master URL

https://master.kubecon.carson-anderson.com

Credentials

User:Pass
Bearer Token
Client Certificate




S kubectl create namespace kube-decon



S kubectl create -f resource.yaml



apiVersion: apps/vlbeta?2

kind: Deployment
metadata:

name: nginx-deployment
labels:

app: kube-decon
tier: web

Spec:

replicas: 2

selector:
matchLabels:

app: kube-decon
tier: web

template:

metadata:

labels:

app: kube-decon
tier: web

Spec:

containers:

- name: kube-decon
image: carsonoid/kube-decon:latest
ports:

- containerPort: 2015




kind: Service
apiVersion: vl
metadata:

name: kube-decon
spec:

selector:

app: kube-decon
tier: web

ports:

- protocol: TCP
port: 80
targetPort: 2015




apiVersion: extensions/vlbetal
kind: Ingress

metadata:

name: kube-decon

Spec:

rules:

- host: kube-decon.kubecon.carson-anderson.com
http:

paths:

- path: /

backend:

serviceName: kube-decon
servicePort: 80




Management Access

Master URL

https://master.kubecon.carson-anderson.com

Credentials

User:Pass
Bearer Token
Client Certificate

apiVersion: apps/vlbetal
kind: Deployment
metadata:

name: kube-decon

\/\

apiVersion: vl
kind: Service
metadata:

name: kube-decon

\/\

apiVersion: extensions/vlbetal
kind: Ingress

metadata:

name: kube-decon

™



apiVersion: apps/vlbetal apiVersion: vl
kind: Deployment kind: Servi.ce
metadata: metadata:

name: kube-decon name: kﬁbe-decon

4

apiVersion: extensions/vlbetal
kind: Ingress

metadata:

name: kube-decon

\/r\

B Kubernetes

deployment
kube-decon

kube-decon

kube-decon

kube-decon-20635384211-t4s1k

kube-decon-2035384211-7ci70




Kubernetes for the cluster admin



Replacement Plugin Config



@ kuve-apiserver I
& kue-soheduler  [=38
G kube-controller-manager [

& kweproxy L=



% kube-apiserver



apiVersion: apps/vlbetal apiVersion: v1 apiVersion: extensions/vlbetal

kind: Deployment kind: Service kind: Ingress
metadata: metadata: metadata:
name: kube-decon name: kube-decon name: kube-decon

—

Kube-apiserver

deployment service ingress
kube-decon kube-decon kube-decon

kube-decon-2035384211-t4s1k kube-decon-20835384211-7ci706




CustomResourceDefinitions

aplserver-aggregation



apiVersion: apps/vlbetal apiVersion: v1 apiVersion: extensions/vlbetal

kind: Deployment kind: Service kind: Ingress
metadata: metadata: metadata:
name: kube-decon name: kube-decon name: kube-decon

—

Kube-apiserver

deployment service ingress
kube-decon kube-decon kube-decon

kube-decon-2035384211-t4s1k kube-decon-20835384211-7ci706




apiVersion: apps/vlbetal
kind: Deployment
metadata:

name: kube-decon

apiVersion: vl apiVersion: extensions/vlbetal
kind: Service kind: Ingress

metadata: metadata:

name: kube-decon name: kube-decon

Kube-apiserver




apiVersion: apps/vlbetal
kind: Deployment
metadata:

name: kube-decon

apiVersion: vl
kind: Service
metadata:

name: kube-decon

Kube-apiserver

apiVersion: extensions/vlbetal
kind: Ingress

metadata:

name: kube-decon




@ kube-scheduler




& kube-apiserver  RATRENG

node

kube-node-02

kube-decon-2035384211-t4s1k

node

kube-scheduler

node

kube-node-01

kube-node-03



4 kube-apiserver < Watch;v

node

kube-node-02

G

kube-decon-20835384211-7¢ci78

node

kube-scheduler

node

kube-node-01

kube-node-03



& kube-apiserver  RATRENG

node

kube-node-02

node

kube-scheduler

node

kube-node-01

kube-node-03



8 kube-apiserver Watch g €5 kube-scheduler
i <




affinity/anti-affinity
nodeSelector

taints/tolerations
reservations/limits



@ kube-apiserver




custom
schedulers




@ kube-scheduler

& =

@ kube-apiserver {Watch;




$kube—cont roller-manager




@kube—cont roller-manager

namespace

deployment
kube-decon :
serviceaccount
) default
replica-set

kube-decon-2035384211

default-token-uelsu

‘ kube-node-02 '

‘ kube-decon -




%kube—cont roller-manager

namespace-controller
deployment-controller
replicaset-controller




operators




Kube-apiserver @kube—controller—manager

replicasets




namespace

kube-decon




namespace

&

serviceaccount

kube-decon




namespace

serviceaccount

default-token-uelsu

kube-decon




namespace

8 deployment
kube-decon

serviceaccount
default
default-token-uelsu

kube-decon




namespace

8 deployment
kube-decon

O replica-set
‘kube—decon—2935384211

serviceaccount
default
default-token-uelsu

kube-decon




namespace

8 deployment
kube-decon :
serviceaccount
: default
replica-set

kube-decon-2035384211
0 default-token-uelsu

kube-node-062

kube-decon
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kube-decon

namespace

-decon-2035384211-t4s1k

kube-decon-2035384211-7c179

kube-decon
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kube-decon

namespace

&)

kube-decon

endpoints kube-decon-2035384211-t4s1k

kube-decon-2035384211-7c179

kube-decon '




namespace

3

kube-decon

@ endpoints kube-decon-2035384211-t4s1k

kube-decon

kube-decon-2035384211-7c179

‘ kube-decon







node

kube-node-02



(O docker/rkt

node

kube-node-02



(OOO docker/rkt

node

kube-node-02



(OOO docker/rkt

kube-decon-2835384211-t4s1k

kube-node-02




kubelet

node

‘kube—decon-2935384211—t4s1k

kube-node-062




% Kube-proxy



EB- kube-apiserver 4:@auﬁi?

kube-decon

5

kKube-proxy

|kube—decon-2935384211-t4s1k

kube-node-01

node

kube-node-02

kube-decon-2835384211-qqcnn

‘ kube-node-03 '




8 kube-apiserver  [QIEIE

kube-decon

kKube-proxy

node

kube-decon-2835384211-qqcnn

kube-node-01 kube-node-02 ‘ kube-node-03 '




8 kube-apiserver  [QIEIE

kube-decon

kKube-proxy

node node

kube-decon-2835384211-qqcnn

kube-node-01 kube-node-02 ‘ kube-node-03 '




EB- kube-apiserver 4:@auﬁi?

kube-decon

node

kube-node-01

5

kKube-proxy

node

kube-decon-20835384211-7ci70

kube-node-02

kube-decon-2835384211-qqcnn

‘ kube-node-03 '




EB- kube-apiserver ‘<ﬁatdﬁ>

node

kube-node-01

5

kKube-proxy

kube-decon

kube-decon-2635384211-7c1i706 kube-decon-2035384211-qqcnn

kube-node-02 ‘ kube-node-03 '




8 kube-apiserver  [QEIESAS =

node

kube-node-01

kube-decon

kube-decon-2635384211-7c1i706 kube-decon-2035384211-qqcnn

kube-node-02 ‘ kube-node-03 '




Network Providers
LoadBalancers



Kubernetes for the Network Admin



ingress

kube-decon

host

kube-decon.kubecon.carson-anderson.com

kube-decon

selector

app=kube-decon, tier=web

port

80:2015

deployment

selector | app=kube-decon, tier=web

image carsonoid/kube-decon:v2

kube-decon-v2-1

kube-decon-v2-2




kube-decon-v2-1

Node

ip

18.255.0.10

kube-node-01

ip

10.0.1.4

pod cidr

10.255.0.0/24




Node

(o

Node

kube-decon-v2-1

kube-decon-2

|1B.255.1.157

kube-node-82

10.8.1.5

ip ‘16.255.8.18
kube-node-01
ip 10.0.1.4 ip
| pod cidr | 18.255.08.8/24 | pod cidr

10.255.1.08/24




Node

(o

Node

kube-decon-v2-1

kube-decon-2

|1B.255.1.157

kube-node-82

10.8.1.5

ip |1e.255.a.1a
kube-node-01
ip 10.0.1.4 ip
| pod cidr | 18.255.08.8/24 | pod cidr

10.255.1.08/24




Cluster Networking



"All containers can communicate

with all other containers without NAT"

"All nodes can communicate with all

containers (and vice-versa) without NAT"

"The IP that a container sees itself

as 1is the same IP that others see it as”



"All containers can communicate

with all other containers without NAT"



kube-decon-1

kube-decon-2

ip 16.255.0.186

kube-decon-3

ip 10.255.0.210

ip 19.255.1.157

kube-decon-4

ip 10.255.1.4




"All nodes can communicate with all

containers (and vice-versa) without NAT"



30

(V] Node

kube-node-01

ip 10.0.1.4

pod cidr | 18.255.68.8/24

((') Node

kube-node-082

ip 10.0.1.5

pod cidr | 10.255.1.8/24

kube-decon-1

ip

16.255.0.10

kube-decon-2

ip

18.255.1.157




Node

Node

kube-decon-1

ip

| 16.255.0.10

kube-node-01

ip

10.0.1.4

pod cidr

10.255.0.6/24

kube-decon-2

ip | 16.255.1.157
kube-node-082
ip 10.8.1.5
pod cidr | 10.255.1.8/24




"The IP that a container sees itself

as is the same IP that others see it as”






Services



deployment
j_ng ress selector | app=kube-decon, tier=web

image carsonoid/kube-decon:v2
kube-decon

host kube-decon.kubecon.carson-anderson.com
‘kube—decon—v2—1 \

kube-decon-v2-2

service
kube-decon

selector | app=kube-decon, tier=web

port 80:20815




ingress

kube-decon

host

kube-decon.kubecon.carson-anderson.com

kube-decon

selector

app=kube-decon, tier=web

port

80:2015




LoadBalancer

NodePort

ClusterIP

service

kube-decon

selector | app=kube-decon, tier=web
port 80:2015
type




LoadBalancer

NodePort

service

kube-decon

selector

app=kube-decon, tier=web

port

80:2015

type

ClusterIP




LoadBalancer

NodePort

service

kube-decon

selector

app=kube-decon, tier=web

port

80:2015

type

ClusterIP

clusterlIP

10.0.171.239




service

cache

selector | app=website, tier=cache

port 6379:6379

clusterIF 10.0.165.39
type ClusterIP




10.0.165.39 |-}

www-1
ip 10.255.1.52
www-2
ip 168.255.0.22

cache-1

ip

19.255.1.231




10.0.165.39

cache

cache.kube-decon

cache.kubedecon.cluster.local\




www-1

ip |1B.255.‘|.52

10.0.165.39 | cache-1

ip 19.255.1.231

www-2

ip | 16.255.8.22




ip |‘|B.255.‘|.52
cache-1
ip 19.255.1.231
10.0.165.39
cache-2
ip 19.255.0.23
www-2

ip | 16.255.8.22




www-2

e

10.0.165.39

ip

| 16.255.8.22

cache-1

ip

10.255.1.231




10.8.165.39

www-2 cache-1
ip 10.255.0.22 ip 10.255.1.231
kube-node-01 kube-node-62
ip 16.0.1.4 ip 16.0.1.5

pod cidr | 10.255.0.0/24 pod cidr | 10.255.1.6/24




d Node

ATl B iptables

2 10.0.165.39

ip |16.255.6.22

kube-node-01

ip 10.0.1.4

pod cidr | 10.255.0.6/24




www-2

Node

AT £ i
10

ip |16.255.6.22

ptables

.0.165.39

kube-node-01

cache-1

ip |16.255.1.231

cache-2

ip |16.255.0.23

1p

10.0.1.4

pod cidr

10.255.0.6/24




services
endpoints

cache-1
ip |16.255.1.231
AT iptables”

kube-proxy

“::w_z |16.255.0.22 10.0.165.39 “
cache-2
kube-node-01 ip  [10.255.0.23
ip 10.60.1.4

pod cidr | 10.255.0.6/24




kube-proxy

www-2

10.0.165.39

ip |16.255.6.22

kube-node-01
ip 10.6.1.4
pod cidr | 10.255.0.6/24

IT

m—.lptables’

SEervices

endpoints

cache-2

ip |16.255.0.23




SEervices

kube-proxy

endpoints

IT

AT ) & iptables

“::W_Z |16.255.0.22 10.0.165.39 “
cache-2
kube-node-01 ip  [10.255.0.23
ip 10.60.1.4

pod cidr | 10.255.0.6/24




kube-proxy

T services
endpoints

cache-1

ip |16.255.1.231

cache-2

ip |16.255.0.23

AT B iptables
“::w_z |1e.255.a.22 18 . e . T 65 . 39
kube-node-01
ip 10.0.1.4
pod cidr | 10.255.0.6/24

cache-3

ip |10.255.0.123




kube-proxy

T services
endpoints

cache-1

ip |16.255.1.231

cache-2

ip |16.255.0.23

AT B iptables
“::w_z |1e.255.a.22 18 . e . T 65 . 39
kube-node-01
ip 10.0.1.4
pod cidr | 10.255.0.6/24

cache-3

ip |10.255.0.123




LoadBalancer

NodePort

service

kube-decon

selector

app=kube-decon, tier=web

port

80:2015

type

ClusterIP




LoadBalancer

NodePort

service

kube-decon

selector

app=kube-decon, tier=web

port

80:2015

type




LoadBalancer

service

kube-decon

selector

app=kube-decon, tier=web

port

80:2015

type

NodePort




www-1

ip

|10.255.1.52

www-2

10.0.165.39

ip

16.255.6.22

cache-1

ip

10.255.1.231

cache-2

ip

19.255.0.23




www-1

ip |19.255.1.52

www-2

ip |16.255.0.22




www-1
Se rVice ip |10.255.1.52

WWW

selector | app=website, tier=www

port :80:80
clusterIP|10.06.15.45

type NodePort -_

www-2

ip 10.255.0.22




kubernetes

Deconstructed

31579iptables

4

Deconstructed

www-2

ip | 10.255.0.22

kube-node-081
ip 10.9.1.4
pod cidr | 10.255.0.0/24




LoadBalancer

service

WWW

selector | app=website, tier=www

port 31579:80:80
clusterIP|10.06.15.45

type NodePort




service

WWW

selector | app=website, tier=www

port 31579:80:80
clusterIP|10.06.15.45

type LoadBalancer
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www

service

selector

app=website, tier=www

port

31579:88: 80

clusterIp

18.8.15.45

type

LoadBalancer

31579iptables

v

www-2

ip | 10.255.0.22

kube-node-081
ip 10.9.1.4
pod cidr | 10.255.0.0/24




¥ kube-controller-manages

www-2

ip | 10.255.0.22

kube-node-81

ip

10.0.1.4

pod cidr

19.255.0.0/24




www-2

ip | 10.255.0.22

kube-node-081

ip

10.0.1.4

pod cidr

19.255.0.0/24




31579iptables

www-2

ip | 10.255.0.22

kube-node-081

ip 10.0.1.4

pod cidr | 19.255.6.0/24




kubernetes

Deconstructed

31579 iptables
ST

www-2

ip | 10.255.0.22

kube-node-081
ip 10.9.1.4
pod cidr | 10.255.0.0/24




Kubernetes for the Cloud Admin



Master

kube-master-1

Node

kube-node-01




é&kube—controller—manager

kube-apiserver

kube-scheduler

kubelet

kube-proxy

Master

Master

Master

kube-master-1

kube-master-2

kube-master-3
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é&kube—controller—manager

kube-scheduler

kubelet

kube-proxy

Master

O

Master

Master

8 kube-apiserver

fooid kube-apiserver

=4 kube-apiserver

kube-master-1

kube-master-2

kube-master-3




@kube—cont roller-manager
@ kubelet

@ kube-proxy

Master I (V] Master o Master

8 kube-apiserver fooid kube-apiserver 21 kube-apiserver

@ kube-scheduler

kube-master-1 kube-master-2 kube-master-3




@ kubelet

@ kube-proxy

Master I (V] Master o Master

55— kube-apiserver §5- kube-apiserver
B kube-controller-manager

kube-scheduler

kube-master-1 kube-master-2 kube-master-3




Master I (V] Master o Master

8 kube-apiserver fooid kube-apiserver 21 kube-apiserver

@ kube-scheduler

B kube-controller-manager

{8 kubelet 8 kubelet 2 kubelet

kube-master-1 kube-master-2 kube-master-3




5

kube-proxy

Master

O

Master

Master

kube-apiserver

kube-scheduler

kubelet

kube-proxy

fooid kube-apiserver

5

kubelet

G

kube-proxy

=4 kube-apiserver

B kube-controller-manager

kubelet

ﬁg kube-proxy

kube-master-1

kube-master-2

kube-master-3




Master

Master

Master

kube-apiserver

kube-scheduler

ku

belet

kube-proxy

=1 kube-apiserver

QF kubelet

HS- kube-apiserver

B kube-controller-manage

G

kube-proxy

kube-master-1

|

kube-master-2

Node

O

Node

kube-node-81

kube-node-82

kube-master-3

Node

kube-node-03




(V) Master (V] Master (©] Master

% kube-apiserver % kube-apiserver i kube-apiserver

@ kube-scheduler

B kube-controller-manage

-@ kubelet @ kubelet
&& kube-proxy E& kube-proxy é& kube-proxy
kube-master-1 kube-master-2 kube-master-3

@ kube-proxy

(V] Node

kubelet

kube-node-081 kube-node-082 kube-node-03




(V) Master (V] Master (©] Master

% kube-apiserver kube-apiserver @ kube-apiserver

@ kube-scheduler

B kube-controller-manage

ii Ii

-@ kubelet kubelet
&& kube-proxy E& kube-proxy é& kube-proxy
kube-master-1 kube-master-2 kube-master-3
O Node

kubelet

kube-proxy kube-proxy

kube-proxy

kube-node-081 kube-node-082 kube-node-03




Master

kube-apiserver

kube-scheduler

=1 kube-proxy
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