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Deploying Kubernetes
Without Scaring Away Your Security Team

Principal Technologist @ Pivotal Principal Architect @ Rackspace
Always doing things and promoting agile Secures OpenStack/Kubernetes clouds
synergistic principles that resonate down and owns far too many domain names

the value chain (including icanhazip.com)
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Yourflt d back at the office talking about
Kubernetes feels like this


https://pixabay.com/en/landscape-fog-mood-sunrise-2090495/
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Talking to your corporate security team about
Kubernetes feels more like this


http://breakingbad.wikia.com/wiki/File:5x2_Mike_interrogation.png

Deploying Kubernetes
Without Scaring Away Your Security Team

Enterprise security teams demand
security layers that are:

Valuable
Non-disruptive
Documented
Auditable

Easily understood
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Find a way to get here
DevOps

' 4

Automated Security

Infrastructure
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PUBLIC SERVICE ANNOUNCEMENT:
Always enable Linux Security Modules
In your container deployments.

(like SELinux or AbpArmor)



SERIOUSLY.
STOP DISABLING SELINUX.
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Luckily, there are tools that help
with many of these challenges.
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ANSIBLE

https://www.ansible.com/

Orchestration
Configuration management
Software deployment
Stackable building blocks
Everything as code


https://www.ansible.com/
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Ansible explained
in three bullets:

Each task does one thing
Tasks are grouped into roles

Playbooks apply one or more roles
to one or more servers
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Tasks are read one at a time, top-down
Tasks are written in YAML

No need for dependency chaining
or complex ordering

Ansible is simple

Simple inventory system
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Automates containers, virtual
machines, servers, network devices,

Ansible is versatile clouds, laptops

No daemons or complex dependencies

Got Python installed on your nodes?
You’re ready.
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A playbook can be run repeatedly

o with the same results
Ansible is repeatable

Ansible can audit a system and show
potential changes before making
them
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Ansible playbook
playbook.yaml
- hame: install dnsmasq prereqgs
apt: pkg=dnsmasq state=installed

- hame: create dnsmasq server config
template: src=etc/dnsmasq.d/server.conf
dest=/etc/dnsmasq.d/server.conf
restart dnsmasq

- hame: start dnsmasq services
name=dnsmasq state=started enabled=vyes
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Networking
as code

network.yaml

name: configure top level configuration
i0s config: lines=["hostname {{ inventory hostname }}"]

- name: load new acl into device
ios config: lines=["10 permit ip host 1.1.1.1 any log"]

- name: configure interface for PXE
ios interface:
name: GigabitEthernet0/2
description: pxe-kubernetes-master-01
mtu: 1500
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Infrastructure as code

name: Launch staging env instances

gce:
instance names: "{{ item.name }}"
machine type: "{{ item.machine type }}"
image: "{{ item.image }}"
service account email: "{{ item.service account email }}"
credentials file: "{{ item.credentials file }}"
project id: "{{ item.project id }}"

with items: "{{ staging vms }}"
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Infrastructure as Code

: ensure PXE server 1s set up
S: pXxe server

. pxe

: PXE boot servers
10STS: pXxe server
: pxe boot hosts
'

'Il ‘. 1 |L | “j i ':-'-.- i.l- -:'-‘ .
L L} -

{1 PXE these hosts }}"
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: , TORIES EMPLATE jo8s @ $ = & o
Ansible Tower ——a = : = —
Adds reporting/accountability ..
Dashboards |
Scheduled Jobs /

Multi-Playbook Workflows
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Applies and audits over 180 controls

from the STIG* in a few minutes.
/F’arg ible

nardeni ng Supports CentOS/RH EL7, Debian,
Fedora, OpenSUSE, and Ubuntu 16.04.

Fully open source and looking for new
contributors/testers

https://github.com/openstack/ansible-hardening

* The Security Technical Implementation Guide (STIG) is a set of hardening
configurations for various systems published by the US Department of Defense.



https://github.com/openstack/ansible-hardening
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o Compliance as Code
@ I N S P - C Ruby DSL for testing desired state
Ansible to install Inspec
https://www.inspec.io AnSib S tO deploy |nSpeC RUleS
Sensu Check / Pagerduty Alert
Inspec logs to ELK for Audit



https://www.inspec.io

Deploying Kubernetes

Without Scaring Away Your Security Team

Tech Spec_Nova

Comments

Foundstion  [Section Section Heading Systom ValuarParameter Description Recommended Value et vaiue grecd to Vaiue Comtiant
vy Cresihio)
f v T Primegac ige: |admin and permissions on ali the [Provide non-acmin ID for users [admin

[Command and services need to
i id

Systom anc Securiy | Nood o oreate id and sudo iat 2 commancs are currenty run
i X Dr1b2: | Administrative Authority 2 |thtat allows execution of Nova | from root id
(@ Beon Staaic
755 for folder
620 for ies root@convdey-kym001~# s
il
Ex
A — mentarx 2 rootroot 4088
Nova configuras raose e 3 nova nova
inclucing saeurt, users e, 139 movanove
is fetemovas passwer Aova nova api-
s N orisa  [Procting Resources - 2Pl pasie.ini nova.conf policyjson |Pemmissions pas
roiease ‘raotwrap.cont Tho Laer shouid be root or novaltw.r--— 1 nova nova
ana he Group should ba nova. [nova.cont
Ex rontva or novanava |- 1 nova nova
eoiicyjson
Fei i s nova nova
rolesse
1 nova nova Now 11 16164 rootwrap.cont
novanrap.cont
"
1 srtznarainvainovaurap 1
a 508 D 2 nova nova 4086 O
atagaa. s Tz
558 B dnrcar x 3 ook root 4096 Oct
180537 Garermetar ot 23
oct 2
Prr 1 nova nova 350 Dec (2725 aD\ metadata fiters
3531 barsmetal depioy-
Thess drectares MUST at ba oy rotpecitrs
writoabie by nova 8313 These appear to have moved
e Prosscting Resourses - Oae 15035T somocre ars | 28200 2 y
b il ey [OSR's Filters_ ish|Nova ova nova 252 Dec|21:25 hareme.al deu\ny /optistackinovaletcinovalrootwra
aromovairootmras 160331 ammmm Relpor.itors

“rvi-rr-- 1 root root 8149 Oct 2
Dec 160331 network fiters 21:25 compuo.fters

83 Oct 2

12125 network fiters
Is Nl eicinovainovawrag o
nova 588 Feb i 0

13 15 08
e nova 8541°  |amd
Feb 26 13:43 compuie fikers | ahw-r—— 2 nova nova 4086 Oct
z2125
apd
2 Sz o o
variiibinovalinsiances,_| e (Changing the fle accoss control

he_insiance irfor
e instance location on Compue nova nova 53608 rvar-hbtnﬂvah nsiaces/ 5o hat
E - o [Protecting Resources - [waribinovafinsancestinstance i Py Marm T e os

comtiguration s Gibwir)

it et

18153472 Mar 26 14:07 disk

1477 creating a new V.

; 75645 00 8 202 chok

Mar 26 1
is -1l fvarioginova
a nova 1060226

24178092 Gct 8 18:23 nova-
apiiog

“rvi-rf— 1 nova nova 689258
Oct 0 18:23 nova cortlog

26213514 Oct 9 18:23 nova-

rvaroginova 4 compute.log
Protecing R i i mputs.I Todpoanovs 1771 | SITST LI Ao 690883 The i Iready o
rotscting Resources - [apilog_nova-certiog nova-compute.log nova- o fics appoar to already be

& el DILst oSR's nova-conductorlog nova- rove Logging Faies Mar 27 0325 rova |canductor log compiia

orastopuiiog. meva manege.iog BT —
rova-senesuianion gt e
conscauinio
St 1 nova nova 27085
Mo 25,0541 rovs manage oo
nova nova. Babes

sao2s0

287647514 Oct S 16:23 nova:
nowncproxylog

compress root@aint-lon02-c1:~# cat
P! listcfiogrotate dinova

artogrnovariog { # Generated by Ansisle.

v A
wecuy SRR
amsimgas —
wuditing ivities wditing tivities: ova ing Files compress. potsnds for ays Lo
s v ories  |audiing Actii sucting ot Actit ova Losaing i Gy vrosinons s Logsizen tor 20
aai
g
|/var/log/novai™/* log {  J
riogin —g
- | rreen
ek
—
PR S———— s o w5
ey oververinn
s
Lt P b S
s v ories  |audiing Actiiies usiing Log ova Lossing Fies oo ¢ o orm e g o 00
ol P daity
ey ik i e s
et

[tvariioginovarilog ¢ compress




Deploying Kubernetes
Without Scaring Away Your Security Team

Example INSPEC rule

https://github.com/inspec-stigs/inspec-sti

title '"RHEL-07-010072 - The operating system must have the screen package installed.
control 'RHEL-07-010072' do
3 impact 0.5
title 'The operating system must have the screen package installed.'’
tag severity: 'medium'’

describe package('screen') do
it { should be installed }
end

end
—_—eeeeeeeeeeeeeeeeeeee


https://github.com/inspec-stigs/inspec-stig-rhel7
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Compliance as Code
- name: clone inspec-stig-rhel/
git:
repo: https://github.com/inspec-stigs/inspec-stig-rhel7.git
dest: /etc/inspec/stig-rhel’/
version: HEAD

- name: sensu check for inspec-stig-rhel/
sensu check:
name: check-inspec-stig-rhel/
plugin: check-inspec.rb
args: '--controls /etc/inspec/stig-rhel/’
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Cuttle Ops Platform [as code]
(pronounced Cuddle)
2FA SSH Bastion
OAuth Web Portal
Centralized Logging (ELK)
Centralized Monitoring (Sensu)
Builds / Tests / Jobs ( Jenkins )

Mirrors ( ubuntu, pypi, rubygems )
https://qgithub.com/sitectl/cuttle and a LOT MORE!



https://github.com/sitectl/cuttle
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Central control @bl
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AN |BM COMPANY

Remote Locations
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Cuttle - Bastion

e SSH (obviously!)
e 2FA(Google Authenticator or Yubikey )
o https://github.com/blueboxgroup/yubiauthd
o Each user has own user + pubkey + second factor.
e SSH Agent Auth Proxy
o https://github.com/blueboxgroup/sshagentmux
o Adds keys to user’s Agent based on group membership
® ttyspy
o https://github.com/ibm/ttyspy
o emulates " script | curl -XPOST https://log-server’



https://github.com/blueboxgroup/yubiauthd
https://github.com/blueboxgroup/sshagentmux
https://github.com/ibm/ttyspy
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Ansible Playbooks to deploy
ﬁ‘ﬂ"' Kubernetes
S Official(ish)
KUBESPRAY Install K8s on any Infrastructure
Bare Metal
private cloud

https://github.com/kubernetes-incubator/kubespray

public cloud
VMWare



https://github.com/kubernetes-incubator/kubespray
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Kubespray is production ready!

N .
"a, Continuous integration

High availability
KUBESPRAY Upgrades!

https://github.com/kubernetes-incubator/kubespray



https://github.com/kubernetes-incubator/kubespray
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Other Considerations:

Build Pipeline - ConcourseCl, Jenkins, etc

Registry - Quay.io or vmware/harbor
extra secure containers - Clear Linux and Kata Containers

Secret Management - Vault
k8s auth/acls - openpolicyagent
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Thank you!

Paul CzarkowskKi
@pczarkowski

Major Hayden
@majorhayden




