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Building A High-Performance Cloud-Native Data Platform U

. Stateless Load-Balancing
Fast Native Access ; .
= (for Incoming Requests) -

/

“Server-Less”  Fast Data and APl Gateways REST APl and Web Ul )\

Redundant 100GbE Fabric
Multi Site

Seite Brenassing s Cadiing Elastic Platform SerV|ces \ 0

000 UkosEuL.

MQ Monitor Log Registry DB Identity/\

Object Storage ﬁ External LDAP/SSO
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Redefining the Stack, Delivering Magnitudes-Faster Performance v

Traditional
Layered Approach

Wiguazio

<J Applications/ B Applications/ _
i 10s of milliseconds Devices 10s of microseconds
10Ks ops/sec Millions of ops/sec
API Services UNPREDICTABLE Stateless API LOW-JITTER
Services
Single Purpose g
P e 100GDE RDMA
Real-Time Data
Flle System @ Firewall
Multi-Model DB Engine
(Over NV-Mem & NVMe)
Async write-backs
. & predicted reads
Expensive Single a a
Class Storage Dense Tiered Storage

Wiguazio



High-Performance Requires Careful Hardware Integration

Web API Nodes Data Nodes
1 proc

Shared Mem

NG: Mx ;//1:::‘; /core \ L. Lock-Free Qs .

; 1
1 uNIC/ WebAPIs | v | G—) { KV
tenant ~__; r S3, Kinesis, DynamoDB...| i V3o Services a Services
: i Cap’n Proto NV Mem
SSL & Overlay + Accelio” ™~ Direct
Offload ‘/

(OS Bypass) \ $

2x 100GbE TR 8-24 x NVMe
Fabric

Serve 800K™* Web Req/Sec Serve 2M Ops/Sec and 100Gbps

0.1ms Latency @ 99% (percentile)

* Accelio: https://github.com/v3io/accelio
“ iguazio ** Tested with: https://github.com/v3io/http blaster



https://github.com/v3io/http_blaster
https://github.com/v3io/accelio

Challenges with Containers and Kubernetes

o Kubernetes Limitations/Challenges

Only one IF per POD, usually going through a slow overlay layer

No native support for HW NICs (SR-IOV)

Hard to expose low level drivers/libraries to container

Hard to use shared memory IPC/files between PODs

Docker and Kubernetes are different (security, net, volume, shmem, ..)

e Solution

Wiguazio

Custom network (CNI)and volume drivers
Use granular privileges
Many trials and errors ®




Container Networking 101

Containers Containers Containers

veth I I I
pair
Bridge / OVS MACVLAN / IPVLAN
SR-10V

xia xia

Container Networking Options

 SR-I0Vallows native hardware access
* Multus enable multiple IFs per POD: https:/github.com/ Intel-Corp/ multus-cni
* More details on my blog https:/thenewstack.io/hackers-quide-kubernetes-networking/

Wiguazio


https://github.com/Intel-Corp/multus-cni
https://thenewstack.io/hackers-guide-kubernetes-networking/

Stateless Apps with Fastest Unified Data Access U

Applications Services

y 4
[ Serverless

Fast Data IPC
Cap’n Proto + Lock-free
shmem queues (dev/shm)

kubernetes

Fuse++ - Modified fuse lib to run async, 15x faster (~100K I0Ps/thread)

Other Apps

100% Stateless Apps

Orchestrated via
FlexVolume Driver

Vv3iod
(DB, stream, ..)

Fuse++
(file mounts)

See: https://github.com/v3io/libfuse

Wiguazio

4| 50/100 GbE

Accelerate Performance Using Shared Memory

Fastest messaging/ DB/objaccess

Like Go channels across processes
Lock-free, async, parallel
Zero-copy end to end

+ Native Spark DataFrame API

Fast container initialization

No TCP/IP connections init
No memory alloc/register

Share TCP/RDMA connections
NO Kernel drivers/changes !


https://github.com/v3io/libfuse

Today: Server-Less is Cool, But Inefficient

o 1stgeneration is slow to init and a resource drain
— https://medium.com/ @ferdingler/aws-lambda-no-thank-you-9¢586990e67d

« Complex and unsecured data bindings (performed in the init part of the function)
« TCP/IP or DB connections may need to re-establish on every invocation
« Slow, limited concurrency, runs one task at a time per container

e Events structure has no common schema
(see: http:/docs.aws.amazon.com/lambda/latest/dg/eventsources.html)

Current Serverless Architecture (Blocking): You Pay for 10 Wait

invoke Read . Read , Write .

Non-Blocking Architecture: Maximum utilization of CPUs and Memory, Faster Invocation

invoke | Read | Read | invoke | Read | Read | invoke | Read | Read | invoke | Read | Read | Write | Write | Write | Write
Request | Al Bl Request | A2 B2 Request| A3 B3 Request | A4 B4 [f(A1,B1)|f(A2,B2)|f(A3,B3)|f(A4,B4)

Source, my blog: https://medium.com/@yaronhaviv/serverless-background-challenges-and-future-d0928df71758

Wiguazio


https://medium.com/@ferdingler/aws-lambda-no-thank-you-9c586990e67d
http://docs.aws.amazon.com/lambda/latest/dg/eventsources.html
https://medium.com/@yaronhaviv/serverless-background-challenges-and-future-d0928df71758

Building Server-Less on Steroids

User defined micro-batch size and
1 hop, low latency msg parallelism (N Go routines per function)

J F PODs J

NGINX PODs

‘ APl GW Sync calls
0 (ingress) Function

Instance
(N workers)

Create
Del
Scale

Controller

Data Changes,
Streaming

kubernetes

e Objects e Tables
e Files e Streams

Control Data

=] |
LOG

|

Log Stream

Credit based
rate limiter

Workers State
and Stats

{

1 update for N

invocations to save 10

Cut overhead, add parallelism and concurrency, without violating isolation

* |guazio’s server-less framework will be open sourced later this year

Wiguazio




Example: Simple HTTP Function

func HandleHTTP(event interface{}, wc *Context) (interface{}, error) {

req := event.(Request)
wc.Log.Debug("Got Request: %s",req.URL.Path) Built-in log stream

// Read a response text from the bound data source

body, := wc.Data.Get("/path/to/object.html™)
Data binding and credentials in
// return some foo response function context
return &EventResponse{ (simple, fast, reusable and secure)
StatusCode: http.statusok,
Body: body,

See Data class APIs in backup slide,

Headers: map[string]string{ allow integrating with various sources

"Content-Type": "application/text”,

5
}, nil
}

Wiguazio



High-Speed “Server-Less” Data

Processing, Everything is a Stream o

Scheduled or Continuous Metadata Queries

Select name, mtime, f1, f2, ...
Where conditionl, 2, 3, ..

Example Tasks:

¢ incremental backup modifies
objects/records to Amazon S3

e Scan/convert content

‘ Stream/Push matching

Metadata & Data
Tables

___________

Control Data
Task stats,

Streams

state, and logs

Objects
Files

Transactional (exactly once)

update of object metadata
e.g. object last backup/scan time

Wiguazio

\|

» Data/Metadata stream is sharded
consistently to N stateless workers

———————————— * Using StatefulSets to maintain consistent
StatefulSet* shard index id (derived from POD name)
kubernetes



Example: Scanning for Sensitive Text Files on Upload/Update

var rx = map[string]*regexp.Regexp{
“ssn” + regexp.MustCompile( \b\d{3}-\d{2}-\d{4}\b ), Init part, e.g. define RegEx filters
"ccard" : regexp.MustCompile( \b(?:\d[ -]*?){13,16}\b )}

tunc HandleText(event interface{}, wc *Context) (interface{}, error) {

obj := event.([]Record)[@] N . '
wc.Log.Debug("Processing object: %s",obj.fullpath) -N records per ca

// Read the F%le data Data/metadata PUSH
data, := 0Obj.Data()
- to reduce latency
// Update Object Attrs + Job Counters based on RegEx
for k,v := range rx {
if v.MatchString(string(data)) { Function can use

obj.SetAattrs["has "+k] = true

we.Count["with "+k] += 1 distributed task counters

} else {
obj.setAttrs["has "+k] = false Async and micro-batch updates
} of object/record/file attributes
}
return nil, nil Update data/attrs in one ATOMIC transaction



Image Example, Leveraging a Unified Data Model

func HandleImg(event interface{}, wc *Context) (interface{}, error) {
obj := event.([]Record)[@]

Access the objects via file

// Read JPEG EXIF Metadata )
semantics, mount and share

data,  := exif.Read(wc.Mount + obj.fullpath) _
obj.setAttrs["Latitude"”] = str2Loc(data.Tags["Latitude"]) handled automatically
obj.SetAttrs["Longitude"”] = Str2Loc(data.Tags["Longitude"])

// Open file by imaging lib

img,  := 1maging.Open(wc.Mount + obj.fullpath) Use standard file access
// Create a Thumbnail and save as attribute

thumb := imaging.Thumbnail(img, 1@@, 188, imaging.CatmullRom)
buf := new(bytes.Buffer)

_ = 1maging.Encode(buf,thumb,imaging.JPEG)

SetAttrs["” thumbnail”] = buf.Bytes()

Thumbnail stored as a small
blub record on the same
object for quick Ul access

return nil, nil

}
Wiguazio



Connecting The Dots: Continuous Analytics Example

“SERVELESS"
TRIGGER EXTRACT METADATA
/37 GEO LOCATION, TIME,
- DEVICE, THUMBNAIL

INGEST

* UPDATE
REAL-TIME MAPS
AND DASHBOARDS .
missex ¥ TensorFlow
e > DEEP LEARNING
5 DETECT PEOPLE, GENDER,
UPDATE .
L i - AGE,
o £
of Yo “SERVELESS"
%—j <3 -+ MISSING PERSON
e 5MS NOTIFICATION

% QUERY/SCAN \
*PICTURES + METADATA SD""“’? & Zeppelin
o PEOPLE DB, LOCATIONS Or ) v

AND RELATIONS QUERIES:

FIND PECPLE IM PLACES
RELATIOMNS
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Kubernetes Helps us Simplify & Accelerate Analytics at the Edge

Server-Less Processing Analytics Frameworks
I_ ’/ @ Zeppelin 1007
resto .'E:T.:'. TensorFlow ) )
Event Driven Code Spark™ P St‘afel'ess APPS
Sources il (> Jdocker kubernetes

(=) 5] ; NoSQL APl | Stream APl @i Object API File API
S@7

A
Insights ’62(,{, ] GOE;QE f
. Queries & Ued Data @ ) =- ﬂéﬁ:‘gm t
Q‘O ol _ LT Securlty Functions Data Lifecycle amazon.
Woe . . .
——I{ 0 g iguazio Data Platform ) Cloud Aggregation
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Generic Data Services Binding AP U

m Major APIs

Object

e.g. S3, Minio,
v3io

NoSQL

e.g. DynamoDB,
Cassandra, v3io

Stream

e.g. Kinesis,
Kafka, v3io

File

Wiguazio

ListBucket(prefix string) (ListBucketResp, error)
Get(path string, ranges ...Range) ([]byte, error)
Put(path string, body []byte ...) ([]byte, error)
Del(path string) (error)

Getltem(path, attrs string) (GetltemResp, error)

Getltems(path, attrs, filter, marker string, ...) (GetltemsResp, error)
Putltem(path string, list map|[string]interface{}, condition string) ([]byte, error)
Updateltem(path string, updatestr string, condition string) ([]byte, error)
Delltem(path string, condition string) (error)

GetRecords(path, offset string, maxrec int) (GetRecordsResp, error)
PutRecords(path string, records []StreamRecord) ([]byte, error)
Seek(path string, seek string) (string, error)

Open(name string, flag int, perm FileMode) (*File, error)
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